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Connectivity

Kerox Altalink CEZ70 Color MFP {AZ:1.., Mobile Workflows

Xerox-

) 10.61.16.61 Mopria Printing Discovery: Enabled
Mud’yne Serial Numnber: EFQ544116 Mopria Scanning Enabled
Fax Line1: Authent.cation Disabled
Machine URL: https:/10.61.16.61 Universal Print: Disabled
Machine Activation Date: Jan 97, 2021 G0:06:30 Ltniversal Print Registration Status Not Registered
Black [mpressions: 97 Physical Connections
Color Impressions: 109 USB Settings
Totol Impressions: 206 Printing Timeout: 5 seconds
. . Wired: tnobled
Machine Profile Ethernet MAC Address 9c:93:42:02:1b:0b
Xerox Asset Tog: Ethesnet Speed/Duplex Setting: auto
Custorner Asset Tag: Wireless: Misabled
Service Phone Number: Wireless MAC Address:
Customer Support Numbes: Network Nome ($5ID)
Supplies Phone Number; BSSID:
System Administiator: System Administratos name ot set Secunty Mode:
Machine Location: machine location not set Encryption Algorithm:
Managed By Status:
Primary MB Server. Wi-Fi Direct: Enabled
Wireless Hardware: Not Instolled
Machine Hardware Wi-Fi Pratected Setup {WP$) Name:
Fax Card: not present Connection .Methodt
Extended Fax Card: net present Subnet Prgfut Address:
Fax Cord Memery Size: OMB Access Point (SSI0):
Foreign Interface Card: not presant Show Password on Device Touch Screeny;
Device RAM Size: 8192 MB HEC Encbied
Device Storage Size: used- 3519MB/total=256060MB [S5D)
EPC Memory Size: 1000 MB Protocols
Finisher Type: B8R Booklet Maker Finisher TCP/1Pviy; Enabled
Fiisher Punch: 2/4 Hole [P Address: 10.61.16.61
Firusher Folder: C Fald/Z Fold Unit Subnet Mask 255.255.255.0
Multi-feed Detection Kit: Installed Router/Gateway: 10.61.16.1
Automatic Addressirg: DHCP
General Setup DHCP Server: 10.61.13.223
Remote Services: Enabled DHCP Lease Expiration. Tue Dec 26 06:12:21 2023
Remate Software Downlood: Enabled BCOTP Broadcast Disabled
Remate Services Teans, Time: 14:10 Self Assigned Address State: Enabled
Xerox Workplace Cloud Disabled Self Assigned Address:
E-mail Alests: Disabled TCP/IPvE: Enabled
Service Plan: Metered Link Liscal Address: feB0-9e93:4eff:fea2- 160D
Billing Impression Mode: A3 Impressions Use Router Supplied Prefix: Enabled
Geographic Region: unknown Stateless Global Address 1: fd00:0:2:116:9e9 3:4efffeal 1b0b
Startup Config Report: Enabled Stateless Global Address 2: 5
GMT Offsat: 00:00 Manual Address:
Cloning Installation Allowed (Encrypted Files Only} DHCP Addressing: Use DHCP os directed by a router
Allow Print Submission of Clone Fites; Disabled DHCP Address
File Sharing Enabled Default Gateway fedOrBafc5dff-fe75:e282
Document Feeder Multi-feed Detection; Enabled DUID (DHCP Unique [dentifier):
181G2 Lossless DNS Settings:
Energy Saver Requested Host Name: XRX9CY3I4EAZ1BOB
Deep Sleep: Enabled Verified Host Name:
Energy Saver Mode: lob Activated Requested Domain Name:
Sleep Mode Timer: 120 minutes Verified Domain Name:
Auto-0FF: Disabled Multicast DNS: Enabled
Smart Proximity Sensor Release DHCP Leases and DNS Registrati.. Disabled
Wake on Arrival: Enabled Primary ONS Server; 1061.7.15
Steep on Departure: Disabled Alternate DNS Server 1. 1061.13.20
Maximize Detection Ronge: Disabled LT O e =
DNS Connection Timeout: 5
Software Versions Append rm: gomoin- gmb:;
. N .Qppehd rent Domains: 154
peice Softwore: 1004010334700 ONS Domoin Search List: XEROXQA.COM,
Netwosk Controlier 120,040.34700 Frefer 16v6 DNS over IPvi: e
U1 Panel Firrmware: 003.002.00000 !
User Interface; 120.040.34700 Installed Options
Marking Engine: 034045000 Ps Imtalied
Copy Controller: 120.040.34700
Document Feeder: 001.035.000
Finisher: 006.003.000
Fax: 000.000.000
0s: 120,103.34700
Scanner: 017.022.004
Software Upgrade: 120.040.34700
Tray 2; i
Tray 3:
Tray 4;
Machine Upgrades: Nat Allowed
Last Successful Upgrade: Decemnber 18. 2023 12:55:54
Scheduled Auto Upgrades: Disabled
Auto Upgrade Start Time: Daily
Auto Upgrade Server 000021
Media Trays
Tiay 1 Plain, White and Legal (8.5 x 147
Tray 2: Plair. White and Tabloid {11 x 17}
Tray ¥ Plain, White and A4 (210 x 297 mm)
Tray &; Plain, White and Letter (8.5x 117}
Bypass Tray: Lobels, White and A4 (210 x 297 mm)
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Protocols {cont.)
Bonjour: Apps
Bonjour Pinter Hame. Xerox Altolink C8270 Color MFP (AZ:) Printing
HTTP: Enabled Bonner Sheet. Enabled
Port Number: 80 Sys/Start Job: Disabled
Faorce Traffic over Secure Connection (M Yes Delete Held Jobs After: 3 Day(s) & Hour(s} © Minute(s)
Secure HTTP Port Number 443 Error Sheets: Enabled
Proxy Server: Automatic Paper Substitution: Enabled
Proxy Server Address: 0.0.0.0:8080 Tray Priority 1.23.4,5
IPP Enabted Default Capies: 1
Secure [PP Made: PP and Secure IPPS Default Job Type; Marmal Frit
1PP Network Poth: Mipi/fi0.61,16.61:631 Delault Puper Size: x-210mm, y-297mm
SHMP Defaull Poper Color White
SNMP v1fv2: Enabled Defoult 2 Sided Printing; 1 Sided
SNMP v3: Disabled Default Qutput Tray: Top Tray
LPR/LPD: Enabled Default Qutput Color: Celor
Port Number; 515 Default Collated Sets: Enabied
PDL Switching: Disatied Defoult Stapling: No Staple
PDL Banner Overnde: Disabled Offsetting Between Jobs: Qffset Between Jobs
Raw IP Printing: Enabled PostScript Instolled
Part Number 1. 9100 Level: 3
Bidirectiengt; Disabled Version: 3021101
End of Job Timeout: 300 Imoge Quality: Standard
PDL Switching: Disabled PCL
Port Nurmber 2: 1] Version, 1
Port Number 3: 0 Pitch Size: 10.00
LDAP Point Size: 12.00
LDAF Sevver 1 Friendly Name: Font Name: Couner
LDAP Server 1 Primary LDAP Address: 000.6:389 Lines Per Page: 64
LDAP Server 1 Alternate LDAP Address: 000.0:389 Custom Color Tables Enabled
LDAP Server 1 Search Directary Root: Label: Nat instalied
LDAP Server 1 Secure Connection (LDA... Disabled Embedded Fax: not installed
LDAP Server 1 Validate Server Cedtificate... Disobled Fox Line1:
SMTP Fox Line2:
SMTP Server: 0.00.0:25 Server Fax: Enabled
Connect Encryption A:“‘LS.- Mo Encryption Confitrnation Sheet: Errars Only
Validote Server Certificate (TLS): Belay Start: Disabled
Max Message Size (KB): 10240 Repository Protocs: ETP
Number of Fragments: 1 ; "
bt s rrote e o
JobSplitting Boundory: e T I Workflow Scanning: Encbled
Credentials :or Autlz E-mmls.: noﬂe Confirmation Sheet: Errors Only
m(g;denunls SRS LR S Default Repository Protocol FTP
X ’ Default Repository Server: 0.0.000
i R Bea Defout Reposiiory Document Pafh:
E-moil Address: : Default Repository Login Credentials: Device
. . . Alt1 Repository Pratocol: FTP
Receipt of E-mail via POP3: Disabled Al Repository Server 0.0.00:0
Send Confirm on Request; Enabled A1 Repository Document Path: R
m{:_commg ELTiCover et E:::: A1 Repositary Login Credentials: Device
Pr;muty Server: 0.00.0:123 Workflow Pool Protocol FTR
oy ‘Workflow Pool Server 0.0.0.3:0
Altermats Server: 000023 Workflow Pool Path:
f‘Lr:: E;t:::d Email: Enabled
Web Services on Device: Enabied Default Fram Address:
WS-Discovery: Enabled Confirmotion Sheet. Emors Only
WS-Discovery Multicast: Enabled gu:n?lesr:’c:;e-u g::::z
Tint:
xss-;;mt.; Exg:ﬂ Scan to Mailbox: Disabled
Web Secvices View Mailboxes by Defauit Enabled
Copy Submission: Enabled Storage Copacity (ME} 23489 MB
Digital Certificate Management and Securi.,  Enabled Storage Used (MBI 1278 MB
Extensible Service Registration: Enabled Cleanup of Public Folders: Enabled
Job Limits; Enabled Cleanup of Created Felders: Enqbled
Job Managernent Extension; Encbled Cleanup Tirne: Daily
Davice Configuration: Encbled Scan to Home: Disabled
Scan Submission: Engbled Friendly Name:
Sean Workflow Managerment: Enabled :Vorltfécw Nu;n;:d oisabled
Session Data: Enabled uto Create Subdir: isal
User Interface Configuration: Enabled Append User Name to Path: Disabled
EIP Proxy Configuration; Enabled Auto Create Lser Name Dir: Disabled
Xerox Secure Atoeis: Disobled Scon To: Enobled
ELP SNMP Configurquion Enabled Cloud Services: Disabled
Print Submission: Enabled Print From: Enobled
Scan Template Mgmt Enabled Saved Jobs for Reprint: Enabled
Mass Storage Access: Enabled Print From UrSB: Enabled
Card Reader Access: Enabled Print From MaqilBox; Disabled
Authentication & Accounting Configus., Ernabled Cloud Services: Disabled
Export Audit Log: Enabled
Trellix Embedded Contial: Enabled
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Xerox” AltaLink” C8270 Color MFP

Accounting
Acgounting Mode:
Netwaork Accounting:

Security

Authentication Configuration
Maching UI Authentication:
Home:
Jabs!
Dawice;
Device Website Authentication:
Authorization:
Retrieve E-mail feom LOAP:
Authentication Server:
Kerberos Primary Realm,
Kerbeios Primary Address:
Ketheins Alt 1 Realen:
Kerberos Alt 1 Address.
SMB NT Demain
SMB Alt 1 NT Domain.
Smarteard Curl Server:
Smortcard Ctrl Domaun:
SmartCard QCSP URL.
Card Reader Upgrade Policy:
Card Reader Firmware Version.
Xerox Secure Access:
Secure Access Server:
Secure Accest Path:
Audit Log:
1P Sec:
IP Filtering:
Security Certificates
Machine Certificate:
Root Certificotes Installed:
802 1x:
Authentication Method:
Job Data Removal:
Scheduled:
Scheduled Frequency:
FIPS 140-3:
TLS:
TLS Hash
Trellix Embedded Control:

Extensible Service Setup
Third Generation Browser:
Widget Version:
Widget Version:

Configuration Report

Printed at 19 Dec. 2023 06:14 AM

None
Disabled

Locally on the Device
Unlocked

Unlocked

Uniocked

Locally on the Device
Locotly on the Dewie
Enabled

Kerberos

0.00.0:88

0.0.0.0:88
0.0.00:443

Enabled

Disabled
0004443

Enabled
Disabled
Disabled

Signed

Sh

Disabled
EAP-MS-CHAPv2

Disabled

Monthly

Disabled

TLS11and TLS 1.2

SHA-1. SHA-256 and obove
Enhanced Security

X36G_3.24.23_2.32.4_011_01.0000
¥1,3.17 ¢B 20140613
v2,5.02 9% 20220901
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