Common User Data

Machine Mame:

1P Address:

Maching Seral Mumber;
Fox Line®:

Maching URL:

Machine Activation Date;
Black Impress:zns:

Color Impressions;

Total Impressions:

Machine Profile
Xerox Asset Tog:
Customer Asset Tag:
Service Phong Number:
CQustomer Support Number:
Supplies Phone Number:
System Administrator:
Machine Location:
Managed By

Prirnary MB Server:

Machine Hardware
Fax Card:
Fox Memory Size:
Foreign Interface Cord:
Device RAM Size:
Device Storage Size:
EPC Memaory Size:
Productivity Kit:
Finisher Type:
Finisher Punch:
Finisher Folder:
Multi-feed Detection Kit:

General Setup
Remote Services:

Remote Software Download:
Remote Services Trans. Time:

AXerox Workplace Cloud
E-mall Alerts:
Service Plan:
Geographic Region:
GMT Offset:
Cloning Enstatlation
File Sharing
1BIG2
Energy Saver
Deep Sleep:
Energy Saver Mode:

Smart Proximity Sensor

Wake on Arrival:
Sleep on Departure:

Software Versions
Device Software:
Patch Version:
Network Controller:
Ul Panel Firmware:
Matking Engine:
Document Feeder:
Finisher:
Fax:
Seanner;
Machine Upgrades:

Last Successful Upgrade:

Media Trays
Ty 1t
Manual Feeder:

Installed Options
PS:

Xerox VersaLink C415 Color MFP (46:2..
1061.12,154
¥CQ293082

https://10.61.12,154
Jul 18, 2024 17:05:04
1130

4ns

5545

System Administrator name not set
machine location not set

Embedded; 1 Line
OMB

not present

1984 MB
used=3043MB/total=14004MB (eMMC)
187 MB

Not Installed
Simple Cotch Tray
None

noL present

Not Installed

Enabled
Enabled

12:34

Enabled
Disabled

Plan Activated
unknown
+05:30
Allowed {Encrypted Files Only)
Enabled
Lossless

Enabled
lob Activated
Not Avgilable

122.028.005.05000
None
122.028.05000

6.2

230.320

230320
000.000.000
003.021.016
230.320

Allowed

February 24, 2025 16:12:11

Plain, White and A4 (210 x 297 mm}
Piain, White ond A4 {210 x 297 mm}

Enstalied

Connectivity

Mobile Workflows
AirPeint Printing:
Mopria Printing:
AirPrint / Mopria Scanning
Authentication Required;
Physical Connections
USB Settings
USB Type A Poits
USB Type B Port
Wired:
Ethernet MAC Address:
Ethernet Speed/Duplex Setting:
Wireless:
Wireless MAC Address:
Network Name {5510);
BSSID:
Security Mode:
Encryption Algorithm;
Stotus:
Wi-Fi Direct:
Wireless Hordwarnm
Wi-Fi Protected Setup (WPS) Nome:
Access Foint {SSIDk:

Show Possword an Device Touch Screen:

NFC:

iBeacon (Bluetooth®) for AirPrint Di...
iBeacon Hardware:
Bluetooth Device Address:
iBeacon [P Address:

Protocols

TCP/IPv4:
EP Address:
Subnet Mask:
Router/Gateway:
Automatic Addressing:
DHCP Server:
DHCP Lense Expitation:
BOOTP Broadcast:
Self Assigned Address Stote;
Self Assigned Address:
TCP/IPvE:
Link Loca! Address:
Use Router Supplied Prefix:
Stateless Global Address 1:
Stateless Global Address 2:
Manual Address:
DHCP Addressing:
DHCP Address:
Defoult Gateway:
DUID {DHCP Unique 1dentifier):
DNS Settings:
Requested Host Nome;
Verified Host Norme:
Requested Domain Name:
Verified Domain Nome:
Multicast DNS:

felease DHCP Leases and DNS Registrati..,

Primary DNS Server:
Prefer IPvB DNS over IPva:
Bonjour:
Bonjour Printer Nome:
HTTP:
Force Traffic over Secure Connection (H...
PP
SNMP
SNMP viiv2:
SNMP v3:
LPR/LPD:
Raw IP Printing:
LDAP
LDAP Server 1 Primary LDAP Address:
LDAP Server 1 Search Directory Root:
LDAP Server 1 Secure Connection (LDA.

LDAP Server 1 Volidate Server Certificate...

SMTP
SMTP Server:
Connect Encryption (TLS):
Validate Server Cestificate (TLS)::
SMTP Authentication Type:

Enobled
Encbled
Enobled
Disabled

All Enabled
Enabled

Enobled
78:8CTT46:20:25
avto

Disabled

Encbled
Mot Installed ™

Enobled
Enabled
Not Installed

Enabled

106112154
255.255,255.0

1061.121

DHCP

1061.13.224

Mon Mar 3 16:22:13 2025
Disabled

Enobled

Enabled

feB0:70BC:77(f feu:2025
Enabled

fd00:0:2:11 2:TaBe:77ff:fedb:2025

Use DHCP gs directed by o router

feB0:Bafc:Sdff:fe75:e282

XRX78BCT7462025

Enghled
Disabled
10.61.7.15
Enabled

Xerox Versolink C415 Color MFP (46:2...
Enabled

Yes

Enabled

Engbled
Disabled
Enabted
Enabled

0.0.0.0:389

Disabled
Disabled

0.0.0.0:25
No Encryption

Basic Auth with SMTP



Xerox” VersaLink® C415 Color MFP

Protocols (cont.)
POP3
POP3 Server:

POP3 Secure Connectizn (TLSK

E-maoil Address:
NTP:
FTP Client:
FTP Chient Mode:
Web Services on Device:

Apps
Printing
Banner Sheet:
Errar Sheets:
Paper Substitution;
Tray Priority:
Archival Marking Mode
PostScript
Lavel
Veision:
PCL
Version:
Fant Name:
Custom Color Tables
Label:
Fax:
Fax Line1:
Fox Line2:

Server Fax;

Repository Protocol:
Repository Server:
Repository Document Pathc

Workflow Scanning:

Email:

Scan to Mailbox:
Storage Capacity (MB):
Storage Used (M8):
Cleanup of Public Felders:
Cleonup of Created Folders:
Cleanup Time:

Scan to Home:

Scan To:

Cloud Setvices:

Print From:

Soved Jobs for Reprint:
Print Fram USB:

Print From MuoilBox:
Cloud Services:

Accounting

Accounting Mode:
Network Accounting:

Security

Authentication Configuration

Machine Ul Authentication:
Haome;
Jobs:
Device:

Device Website Authenticotion:

Authorization:

Retrieve E-mail from LDAP:
Authentication Server:
Xerox Secure Access:
Audit Log:

IP Sec:
IP Filtering:
Security Certificates

Machine Certificote:

Root Certificates Instalied:
802.1x:

Job Data Removal:

Scheduled:

FIPS 140-3:
TLS:
TLS Hash:

Trellix Embedded Control:

©2017-2019 Xerox Corporation. All Rights Reserved. Xerox® ond VersaLink® are trademarks of Xerox Corporation in the United States ondfor ather countries. Adobe and PostScript are either registered tradernarks or

000,013
Disabled

Disabled
Enabled
Passive

Enabled

Enabled
Enabled
Enabled
1.5

Off
nstalled
3
3021101

&

Courier
Enabled

Not Installed
Disabled

Enabled
S8
00000

Enobled
Encbled
Enobled
&72 MB
50 MB
Enabled
Enabled
Daily
Disabled
Enabled
Disabled
Enabled
Enobled
Enobled
Disabled
Disabled

None
Disabled

Locally on the Device
Unlocked

Unlocked

Unlocked

Locatly on the Device
Locally on the Device
Enobled

Kerberos

Disabled

Enabled

Disabled

Disabled

Signed
54
Disabled

Disabled

Disabled

TS 1.20nd TLS 1.3

SHA-1, $HA- 256 and above
Enhanced Security

Configuration Report

Printed at Feb 24, 2025 04:49 PM

Xerox-

trademarks of Adobe in the United Stotes and/or other countries. AicPrint. Bonjour and iSeacon are trademarks of Apple Inc,, tegistered in the LS. and other countries. The Bluetooth® word mark is a registered trademark
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Common User Data
Machine Nome;
IP Address:
Machine Serial Number:
FaxLinel:
Machine URL:
Machine Activation Date:
Black Impressions;
Color Impressions;
Total Impressions:

Machine Profile
Xerox Asset Tog:
Customer Asset Tag:
Service Phone Number;
Customer Support Number:
Supplies Phone Number:
System Adrinistratar;
Machine Location:
Managed By

Primaty MB Server;

Machine Hardware
Fax Card:
Fax Memory Size:
Foreign Interface Card:
Device RAM Size:
Device Storoge Size:
EPC Memory Size:
Productivity Kit:
Finisher Type:
Finisher Punch:
Finisher Folder;
Multi-feed Detection Kit:

General Setup
Remote Services:
Remote Software Downlood:
Remnote Services Trans. Time:
Xerox Workplace Cloud
E-mail Alerts:
Service Plan:
Geographic Region:
Startup Config Report:
GMT Offset:
€lening Installation
Allow Print Submission af Clone Files:
File Sharing
iB1G2
Energy Saver
Deep Sleep:
Energy Saver Mode:
Sleep Mode Timer:
Auto-Off:

Software Versions

Device Software:

Patch Version:

Network Contreller:

UI Panel Firmware:

User Interface:

Marking Engine;

Copy Controller:

Document Feeder:

Finisher:

Fax:

05

Scanner:

Software Upgrade:

ALTBOOT Software Upgrade:

Machine Upgrades:
Lost Successful Upgrade:
Scheduled Auto Upgrades:
Auto Upagrade Start Time:
Auto Upgrade Server:

Media Trays
Tray 1:
Maonuaol Feeder:

Xerox Versalink 415 Color MFP {46:2...
10.61.12154
¥CQ293082

hitps//10.61.12.154
18, 2024 17:05:04
1328

4307

5535

Systemn Administrator name not set
machine lacation not set

Embedded; 1 Line
0MB

not present

1984 MB
used=3012MBotal=1 400408 (eMMC)
187 MB

Not Instolled
Simple Catch Tray
None

not present,

Not Instolled

Enabled
Enabled

13:34

Enobled
Disabled

Plon Activated
unknown
Enabled
+05:30
Allowed {Encrypted Files Only)
Enabled
Enabled
Lossless

Enabled

Job Activated
120 minutes
Disabled

122.028.005.05000
None
122,028.05000

6.2

122.028.0500¢
230.320
122.028.05000
230320
000.000.000
003.021.016
230.320

230.320

005010

005010

Allowed

Febeuwaty 24, 2025 16:12:11
Disabled

Doily

2.000:1

Plain, White and A4 {210 x 297 mm}
Figin. White ond A4 (210 x 297 mm)

Connectivity

Mobile Workflows
AirPrint Printing:
Mopria Printing:
AirPrint / Mopria Scanning
Authentication Required:
Universal Print:
Universal Print Registration Status:
Physical Connections
USB Settings
USB Type A Ports
USB Type B Poit
Connection Timeout
Wired:
Ethernet MAC Address:
Ethernet Speed/Duplex Setting.
Wireless:
Wireless MAC Address:
Network Nome (SS1D):
BSSID:
Security Mode:
Encryption Algorithm:
Status:
Wi-Fi Direct:
Wireless Hardware:
Wi-Fi Protected Setup (WPS) Nome:
Connection Method:
Subnet Prefix Address:
Access Paint {SSID):

Show Password on Device Touch Sareen:

NFC:

iBeacon (Bluetooth®) for AirPrint Di,..

Beacor Haidware:
Bluetooth Device Address:
Beacan IP Addrass:

Protocols

TCP/IPvA:
1P Address:
Subnet Mask:
Router/Gateway:
Autornatic Addressing:
DHCP Server:
DHCP Lease Expiration.
BOOTP Broodcast:
Self Assigned Address State;
Self Assigned Address:
TCP/IPv6:
Link Local Address:
Use Router Supplied Prefix:
Stateless Global Address 1:
Stateless Global Address 2:
Monual Address:
DHCP Addressing:
DHCP Address:
Default Gotewoy:
DUID {DHCP Unique identifier):
DNS Settings:
Requested Host Name:
Verified Host Name:
Requested Domain Mame;
Verified Domain Nome;
Multicast DNS:

Release DHCP Leases and DNS Registrati

Peimary DNS Server
Alternate DNS Server 12
Alternate DNS Server 2:
DNS Connection Timeout
Append Device Domain:
Append Parent Domains:
DNS Domain Search List:
Prefer IPv6 DNS over 1Pvs:

Installed Options
PS:

Enobled
Enobled
Enobled
Disabled
Disobled
Not Registered

All Enabled
Enobled

5 seconds
Enabled
7B:B77:46:20:25
aute

Disabled

Enabled
Not Installed

Enobled
Enobled
Not Installed

Enobled

1061.12154
255.255.255.0

1061.121

DHCP

1061.13.224

Mon Mar 3 16:22:13 2025
Disobled

Enabled

Enabled
fe80:708c:77i{fed4b:2025
Enabled

1d00:0:2:11 27087 7iife46:2025

Use DHCP as directed by a router

{eB0-8ofc:5dfffe75:2282

YRX788C77462025

Enobled
Disabled
1061715
1061106

5

Enabled
Disabled
XEROXQACOM.
Encbled

Installed



Xerox® Versakink® C415 Color MFP Configuration Report

Printed at Feb 24, 2025 04:35 PM xe rox £

Protocols (cont.)

Bonjour: APPS
Bonjour Printer Name: Xerox VersoLink C415 Color MFP (46:2 Printing

HYTP: Enobled Banner Sheet: Enobled
Port Numibser: 80 Sys/Stant hab: Disabled
Foeor Traffic over Secure Connection (M. Yes Delete Held Jobs After: 3 Day(s) 0 Houi(s) 0 Minute{s}
Secure HTTP Port Number: 443 Errof Sheets: Enobled
Proxy Server; Manuol Paper Substitution; Enabled
Proxy Server Address: 10.177.8.91:8080 Tray Pricrity: 1.5
PP Enabled Defoult Copies: 1
Secwee PP Mode: IPP and Secure [PPS Detfault Job Type: Normal Print
1PP Network Path htep:/#10.61.12.154:631 Defoult Poper Size: x=8,50 inches, y=11,00 inches

SNMP Deifault Poper Calor; White
SNMP v1iv2: Enabled Default 2 Sided Printirg: 2 Sided
SNMP v3; Disabled Default Qutput Tray: Center Tray

LPR/LPD: Engbled Default Output Color; Color
Port Number: 515 Default Colloted Sets: Enabled
PDL Switching: Disabled Default Stapling: Not Avoilable
PDL Bonner Qvernide: Disabled Offsetting Between Jobs: No Offset Between Jobs

Raw IP Printing: Enobled Archival Morking Mode Off
Part Number 1; 9100 PostSeript Installed
Bidirectional: Disabled Level: 3
End af Job Timeout; 300 Version; 2190
POL Switching: Disabled Image Quality: Enhanced

LDAP PCL
LDAP Server 1 Friendly Name: Versiom 3
LDAP Server 1 Primary LDAP Address: 0.0.0.0:389 Pitch Size: 10,00
LDAP Server 1 Altemate LDAP Address: 00.0.0:382 Point Size: 12,00
LDAP Server 1 Search Directory Root: Font Mame: Courier
LDAP Server 1 Secure Connection (LDA.., Disabled Lines Per Page: 60
LDAP Server 1 Validate Server Certificate.. Disobled Custom Color Tables Enabled

SMTP Label: Not Installed
SMTP Server: 000025 Fax: Disabled
Connect Encryption (TLS): No Encryptian Fox Line1:

Volidate Server Certificate (TLSk Fax Line2:

Max Me“:'g'* Size KBk :°2"° Server Fax: Enabled

Nurnber of Fragments: . i 5

Total lab Size (KBJ: 300000 SZ[::E:',':’ " Sheet L

Job Splitting Boundary: Page Boundory Repository Pratacal: SMB

Credentials for Auto E-mails: None Repository Server: 0.00.00

Credentiols for Walkup User: None Repository Document Path: |
pOSPI«;TP Authentication Type: Bosic Auth with SMTP v‘g):ll:ﬂo‘:'osgg;?m g: ‘E;'fuf:bbed

POP3 Server: 0.00.0:110 menan -

| ) Default Repository Protocol: SMB
:f’;im':;:"“““"" (Tise Oisabled Default Repository Server: 00000
" § Defoult Repository Document Poth:

Receipt of E-mail via POPX: Disabled Default Repasitory Login Credentiots. Devi

Send Confirm on Regquest Enabled posiiory Logi i ) ce

Ircommang E-mal cover sheet: Erobled Alt1 Repository frotaca: L)

NTH Disabled Al Reposu_tmy Sefver: 0.0.000
Primary Server: 0000123 e Dev
Alternate Server: 0000123 w::.:kﬂ?;,nsl;::lymgtg‘: ol" tios: S:II“BEE

SLP: Decties Workflow Pool Server: ’ 0.0.00:0

FTP Client: Enabled WorkFlow Pool Poth: ' e
FTP Chent Mode: Passive Email: E

Web Services on Device: Enobled ail: Enabled
WS- Discovery; Enobled Defa_ult From Address:

WS-Discovery Multicast: Enabled . Cenfumation Sheex: qurs Only
WS-Print: Encbled Auta Send to Self: Disabled
WS-Scan: Enabled E-mail Security: Disabled

Web Services Scan to Mailbox: Enabled
Copy Submission: Enabled View Muilboxe§ by Defoult: Enabled
Digital Certificate Management ond Sgcuri.,  Enabled Starage Capocity (ME): SIZAE
Extensible Service Registration: Enabled Starage Used (MBJ: 50 M8
Job Limits: Enabled Cleanup of Public Folders: Enabled
Job Manogement Extension: Enabled Cleanup of Created Folders: Enabled
Device Configuration; Enobled Cleanup Time: Daily
Scon Subissioer Enobled Sean to Home: Disabled
Scan Workflow Managernent: Enabled Friendly Nome:

Session Data: Enobled Workflow Name:

User Interface Configuration Enobled Auto Create Subdir: Disobled
EIP Proxy Configuration: Enabled Append User Nome ta Path: Disabled
Xerox Secute ACcess: Disabled Auta Create User Name Dir: Disabled
EIP SNMP Canfiguration: Enabled Scan To: Enabled
Print Submissian: Enabled Cloud Services: Disabled
Scan Template Mgmt: Enabled Print From: Enabled
Mass Storoge Access: Enabled Saved Jobs far Reprint: Enabled
Card Reader Access: Enabled Pont From USB: Enobled
Authenticotion & Accounting Configur.., Enabled Pont From MailBox: Disobled
Expost Audit Log: Enabled Cloud Services: Disabled

Trellix Embedded Contrgl: Enabled



Accounting
Accounting Mode;
Network Accounting:

Security

Authentication Configuration

Machine UI Authentication;
Home:
Jobs:
Device:
Device Website Authentication:
Autharization:
Retrieve E-moil fram LOAP:
Authentication Server:
Kerberos Primary Realm:
Kerberos Primary Address:
Kerberos Alt 1 Realm:
Kerberos Alt 1 Address:
SMB NT Domain:
SMB AL 1 NT Domain:
Smartcard Ctrl Server
Smartcard Ctrdl Domain:
SmartCord QCSP URL:
Card Reoder Upgrade Policy:
Caord Reader Firmware Yersion:
Xerox Secure Access:
Secure Access Server:
Secure Access Path:
Audit Log:
IP Sec:
IP Filtering:
Security Certificates
Machine Certifecate:
Root Certificates Installed:
802.1x:
Job Data Removal:
Scheduled:
Scheduled Frequency:
FIPS 140-3:
TLS:
TLS Hash:
Trellix Embedded Control:

Extensible Service Setup
Thrd Generation Browser-
Widget Version:
Widget Version:

None
Disabled

Locally on the Device
Unlocked

Unlocked

Unlocked

Locally on the Device
Locally on the Device
Enabled

Kerberos

0.0.0.0:88

0.00.088

0.0.00:443

Encbled

Disabled
0.0.0.0:443

Erabled
Disabled
Disabled

Signed
S&
Disobled

Disabled

Manthly

Disabled

TS 2and TLS13

SHA-1, SHA-256 and obove
Enhonced Security

X3G_3.24.23_2.40.5_012_01.00.00
¥1.3.17 cB 20140613
v2.5.04 g9 20240123
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