Common User Data
Machine Name:
1P Address:
Machine Seriol Number:
Fox Linel:
Machine URL:
Machine Activation Date;
Black Impressions:
Color impressions;
Total impressions:

Machine Profile
Xerox Asset Tog:
Customer Asset Tag:
Service Phone Number:
Customer Support Number:
Supplies Phone Number:
System Administrator:
Machine Lacation:
Managed By

Primary MB Server:

Machine Hardware
Fax Carg:
Fax Memory Size:
Foreign Inmterface Card:
Device RAM Size:
Device Storage Size:
EPC Memory Size:
Productivity Kit:
Finisher Type:
Finisher Punch:
Finisher Folder:
Muiti-feed Detection Kit:

General Setup
Rernote Services:
Remote Software Download:
Remote Services Trans, Time:
Xerox Workplace Cloud
E=-mml Alerts:
Setvice Plan:
Geogrophic Region;
GMT Offset:
Cloning Installation
File Sharing
BI1G2
Energy Saver
Deep Sleep:
Energy Saver Mode:

Smart Proximity Sensor

Woeke on Arrival;
Sleep on Departure;

Software Versions
Device Software:
Patch Version:
Network Contraller:
U1 Panel Firmware:
Marking Engine:
Document Feeder:
Finisher:
Fax:
Scanner;
Machine Upgrades:

Last Successful Upgrade:

Media Trays

Tray §:
Monual Feeder:

Installed Options
PS:

Xerox VersoLink C415 Color MFP {46:2...
10.61.12.154
¥CQ293082

htips/710.61.12.154
Jul 18, 2024 17:05:04
1340

4222

5562

System Administrator nome not set
machine locatan not set

Embedded: 1 Line
OMB

not present,

1984 MB
used=3091MB/total=14004MB (eMMC)
187 MB

Not Instolled
Simple Catch Tray
Nonpe

not present

Not Installed

Enabled
Enabled

1334

Enabled
Disabled

Plon Activated
unkngwn
+05:30
Allowed {Encrypted Files Only)
Enabled
Lossless

Enabled
lob Activoted
Not Available

122.028.005.05000
None
122.028.05000

6.2

230.320

230.320
000.000,000
003.021.016
230.320

Allowed

February 24, 2025 16:12:11

Plain, White and A4 (210 x 297 mm)
Ptoin, White and A4 (270 x 297 mm)

Instolled

Connectivity

Mobile Workflows
AirPrint Printing:
Mopria Printing:
AlrPrint 7 Mopria Scanning
Authenticotion Required:
Physical Connections.
USB Settings
USB Type A Poils
USB Type B Poit
Wired:
Ethernet MAC Address:
Ethernet Speed/fDuplex Setting:
Wireless:
Wireless MAC Address:
Network Name (5510}
BSSID:
Security Mode:
Encryption Algonthm:
Stotus:
Wi-Fi Direct:
Wireless Hardware:
Wi-Fi Protected Setup (WPS) Nome;
Access Paint {SSI0):

Show Password on Device Touch Screen:

NFC:

iBeacon (Bluetooth®) far AirPrint Di...

iBeacon Hardware:
Bluetacth Device Address:
iBeacon IP Address:

Protocols

TCP/IPv4:
1P Address:
Subnet Mask:
Router/Goteway:
Automatic Addressing:
DHCP Server:
DHCP Lease Expiration:
BOOTP Broodcast:
Self Assigned Address State:
Self Assigned Address:
TCP/IPvG:
Link Local Address:
Use Router Supplied Prefix:
Stateless Global Address 1:
Stateless Globol Address 2:
Manual Address;
DHCP Addressing:
DHCP Address:
Default Gateway:
DUID (DHCP Unique Identifier);
DNS Settings:
Requested Host Nome:
Verified Host Nome:
Requested Domain Name:
Verified Domain Name:
Multicost DNS:

Releose DHCP Leases ond DINS Registrati...

Primory DNS Sefver:
Prefer IPv6 DNS over 1Pvé:
Bonjour:
Bonjour Printer Name:
HTTP:
Force Troffic over Secure Connection (H...
PP
SNMP
SNMP 1 v
SNMP v3:
LPR/LPD:
Raw IP Printing:
LDAP
LDAP Server 1 Primary LDAP Address:
LDAP Server 1 Search Directory Root:
LDAP Server 1 Secure Connection {LDA._
LDAP Server 1 Validote Server Cextificate,
SMTP
SMTP Server:
Connect Encryption {TLS):
Vatidate Server Certificote (TLS):
SMTP Authentication Type:

Enabled
Enabled
Enobled
Disabled

Custom

Disabled

Enobled
78:BC?TA4G:20:25
outo

Disabled

Enabled
Not Instolled

Enobled
Enabled
Not Instolled

Enabled

10.61.12.154
255.255.255.0

10.61.12.3

DHCP

10.61,13.224

Mon Mar 3 16:22:13 2025
Disabled

Enabled

Encbled
feB0-708¢7 7 fe46:2025
Enabled

FA00:0:2:112:708c:7 7ff:fe46:2025

Use DHCP os directed by o router

fe80:Bofc:Sdif:fe? 5282

ARX7BBCT7462025

Enobled
Disobled
1061715
Enobled

Xerox Versalink C415 Calor MFP {46:2...
Enabled

Yes

Enabled

£nabled
Disabled
Encbled
Enabled

0.0.0.0:389

Disobled
Disabled

00.0.0:25
Ma Encryption

Basic Auth with SMTP



Xerox” VersaLink® C415 Color MFP

Protocols {cont.)

POP3
POP3 Server: 0.0040:110
PQOP3 Secure Connection (TLSE Disabled
E-mail Address:

NTP: Disabled

FTP Client: Enabled
FTP Client Mode: Passive

Web Services on Device: Enabled

Apps

Printing
Banner Sheet: Enabled
Errar Sheets: Engbled
Paper Substitution; Enobled
Tray Prinwity: 1.5
Archivat Marking Mode Qff
PostScript Installed

Level: 3

Version: 302110
PCL

Version: 6

Font Nome: Courier
Custom Color Tables Enabled

Lobel: Not Installed

Fax: Disobled
Fax Linel:

Fax Line2;

Server Fax: Enobled
Repositoty Pratocol: SMB
Repaository Server: 000600
Repository Document Path:

Workflow Scanning: Enabled

Email: Encbled

Scan to Mailbox: Enabled
Storage Capacity (M8): 672 Mi
Storage Used [MB): 50 MB
Cleanup of Public Folders: Enabled
Cleanup of Created Folders: Enabled
Cleanup Time: Daily

Scan to Home: Disabled

Scan To: Enabled
Cloud Serwices: Disabled

Print From: Enabled
Saved Jobs far Reprint; Enobled/Disployed
Print From USB: Disabled
Print From MailBox: Disobled
Cloud Services: Disabled

Accounting
Accounting Mode: None
Network Accounting: Disabled
Security
Authentication Configuration
Machine UI Authentication: Locally on the Device
Home; Unlocked
Jobs: Unlocked
Device: Unlocked
Device Website Authentication: Locally on the Device
Authorization: Locally on the Device

Retrieve E-mail from LDAP:

Enablted

Authentication Server: Ketberos
Xerox Secure Access: Disabled
Audit Log: Enabled
1P Sec: Disabled
IP Filtering: Disabled
Security Certificates
Machine Certificate: Stgned
Root Certificates [nstalled: 54
802.1x: Disobled
Job Data Removal:
Scheduled: Disabled
FIPS 140-3: Disobled
TLS: TLS1.20nd TLS 1.3
TLS Hash: SHA-1, SHA-256 and above

Trellix Embedded Controf:

Enhaneed Security

Configuration Report

Printed ot Feb 24, 2025 05:47 PM

Xerox-
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Page 2



Common User Data
Machine Name:
IP Address:
Machine Serig! Number;
Fax Line1:
Machine URL:
Machine Activation Date:
Black Impressions;
Color Impressions:
Total Impressicns;

Machine Profile

Xerox Asset Tag:
Customer Asset Tag:
Service Phone Number:
Custorner Support Number:
Supplies Phone Number;
System Administrator:
Machine Location:
Managed By

Primary MB Server:

Machine Hardware
Faox Caord:
Fax Memary Size:
Foreign Interface Card:
Device RAM Size:
Device Storage Size:
EPC Memory Size:
Productivity Kit:
Finisher Type:
Finisher Punch:
Finisher Folder:
Muttl-feed Detection Kit:

General Setup
Remote Services:
Remole Software Downlood:
Remote Setvices Trans. Time:
Xerox Workplace Cloud
E-mail Alerts:
Service Plan:
Geogrophic Region;
Stortup Config Repost:
GMT Offset:
Cloning Installaticn
Allew Print Submission of Clone Files:
File Sharing
JBIG2
Energy Saver
Deep Steep:
Energy Saver Mode:
Sleep Mode Timer:
Auto-0ff:

Software Versions

Device Software:

Potch Version:

Netwark Controller:

Ul Ponel Firmware:

User Interface:

Marking Engine:

Copy Controller:

Document Feeder:

Finisher:

Fax:

os:

Scanner;

Software Upgrade:

ALTBOOT Scfvware Upgrade:

Machine Upgrades:
Last Successful Upgrade:
Scheduled Auto Upgrades:
Auto Upgrade Start Time:
Auto Upgeade Server:

Media Trays
Troy 1:
Manual Feeder:

Xerox Versalink C415 Color MFP (46:2._
10.61.12.154
YCQ293082

httpsi10.61.12154
Jul 18, 202417:05:04
134

4223

5564

System Administrator name not set
machine lecation not set

Embedded; 1 Line
OMB

not present

1984 MB
vsedr3092MB/totol-OMB (eMMC)
187 MB

Not Installed
Simple Catch Tray
Nore

not present

Not Installed

Enobled
Enobled

13:34

Enobled
Disobled

Plan Activated
unknown
Enabled
+05:30
Allowed (Encrypled Files Only)
Enabled
Enabled
Losshess

Enabled

Jab Activated
120 minutes
Disabled

122.028.005.05000
None
122.028.05000

6.2

122.028.05000
230,320
122.028.05000
230.320
000.000.000
003.021.016
230,320

230.320

005.010

005010

Allowed

February 24, 2025 16:12:11
Disabled

Daily

0000

Plain, White and A& {210 x 297 mm)
Plain, White and A4 (210 x 297 mm)

Connectivity

Mobile Workflows
AirPrint Printing:
Mopria Printing:
AirPrint / Mopria Scanning
Authentication Required:
Universal Print:
Universal Print Registration Status:
Physical Connections
USB Settings
USE Type A Ports
US8 Type B Port
Connection Timeout
Wired:
Ethernet MAC Address:
Ethernet Speed/Duplex Setting:
Wireless:
Wireless MAC Address.
Netwotk Name {551D):
BSSID:
Security Made;
Encryption Algorithm;
Status:
Wi-Fi Direct:
Wireless Hardware;
Wi-Fi Protected Setup (WPS) Name:
Connection Method:
Subnet Prefix Address:
Access Point {SSIDk

Show Password on Device Touch Screen:

NFC:

iBeacon {Bluetooth®) for AirPrint Di...

iBeacon Hordware:
Bluetooth Devicer Address:
iBeacon [P Address:

Pratocols

TCP/IPv4:
IP Address:
Subnet Mask:
Router/Gateway:
Automatic Addressing:
DHCP Server:
DHCP Lease Expiration:
BOOTP Broodcast:
Self Assigned Address State:
Self Assigned Address:
TCP/IPv6:
Link Locol Address:
Use Router Supplied Prefix:
Stateless Globol Address 1:
Stateless Global Address 2:
Monual Address:
DHCP Addressing:
DHCP Address:
Defoult Goteway:
CUID (DHCP Unique [dentifier):
DNS Settings:
Requested Host Norme:
Verified Host Name;
Requested Domoin Name:
Verified Domain Name;
Multicast DNS:

Releose DHCP Leases and DNS Registrati..

Primary DNS Server:
Alternate DNS Serves 1;
Alternate DNS Server 2:
DNS Connection Timeout:
Append Device Domain;
Append Parent Domains:
DNS Domain Search List:
Prefer 1Pv DNS over [Pvi:

Installed Options
Ps:

Enobled
Enabled
Enabled
Disabled
Disabled
Not Registered

Custom

Disabled

5 seconds
Enabled
78:8c:77:46:20:25
auto

Disabled

Enabled
Not Installed

Enabled
Enobled
Not Installed

Enabled

106112154
255.255.255.0

1061.121

DHCP

1061.13.224

Mon Mar 3 16:22:13 2025
Disabled

Enabled

Enabled
feBO-7ol8e 7 2. fel6:2025
Enabled

fd00:0:2:11 2:7a8:7 7HI:fek: 2025

Use DHCP as directed by a router

fe80:Bafc:5dif.fe7 50282

XRX788C77462025

Ennbled
Disobled
1061715
10.61.10.6

5

Enabled
Disabled
XEROXQA.COM,
Enabled

Instalied



Xerox® VersaLink® €415 Color MFP Configuration Report
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Xerox-

Protocols {cont.)

Bonjour: APPS
Bonjour Printer Name: Xerox VersaLink C415 Color MFP (46:2... Printing

HTTP: Enobled Bonner Sheet: Encbled
Port Number: a0 Sys/Start Job: Disabled
Farce Tratfic over Secure Connectian (H... Yes Delete Held Jobs After: 3 Dayls) 0 Houils) O Minute{s)
Secure HTTP Port Number: 443 Error Sheets: Enabled
Proxy Setver: Manuo! Paper Substitution: Enabled
Proxy Server Addiess; 10.177.8.91:8080 Tray Priority: 15
PP Enabled Default Copies: 1
Secure IPP Mode: LPP and Secure [PPS Default Job Type: Normal Print
IPP Network Path; http:/#10.61.12.154:631 Defoult Poper Size: x=B.50 inches, y=11.00 inches

SNMP Default Paper Color: ‘White
SNMP viiv2! Enabled Default 2 Sided Printing: 2 Sided
SNMP v3; Disabled Defoult Cutput Tray: Center Tray

LPRILPD: Enabled Defoult Qutput Color: Color
Port Number: 515 Default Collated Sets: Enabled
POL Switching: Disabled Default Stapling: Not Available
PDL Banner Override: Disabled Offsetting Between Jobs: No Offset Betwaen Jobs

Row IP Printing: Enabled Acrchival Marking Mode Off
Port Number 1: 9100 PostSeript Installed
Bidirectiono; Disabled Level: 3
End of Job Timeaut: 300 Version: 3021.101
PDL Switching: Disnbled image Quality: Enhanced

LDAP PCL
LDAP Server 1 Friendly Norme: Vetsion: &

LDAP Server 1 Primary LDARF Address: 0.0.00:389 Pitch Size: 10.00
LOAP Server 1 Alternate LDAP Address: 0.0.00:389 Point Size: 12.00
LDAP Server 1 Search Directory Root: Fant Mome: Courier
LDAP Server 1 Secure Cormection (EDA. Disabled Lines Per Page: 60
LDAP Server 1 Volidate Server Cedtificate... Disabled Custom Color Tables Enabled

SMTP Label: Not Installed
SMTP Server: 0.00.0:25 Fax: Disabled
Connect Encryption (TLSK No Enceyptizn Fax Line?:

Validate Server (ertificnte {TLSk Fox Line2:

Max Message Size (KB): 10240 Server Fax: Enabled
Number of Fragments, 1 Confurnatian Sheet: Errors Only
Total Job Size {KB): kel Deloy Start: Disabled
Jab Splitting Boundary: Page Boundary Repository Protacol: SMB
Credentials for Auto E-moils: None Repository Server: 00000
Credentials For Walkup User; None . -

SMTP Authentication Type: Basic Auth with SMTP V\féfﬁ’ﬁ:&?&m‘i‘: g""' Erabled

POF3 o

X e Confirmation Sheet: Off
’;g:g :::r"e G tion {TLS: gg:b?e dw Defoult Repository Pratocol; SMB
E-rmail Address: ) De:uu:t l;epostlnly gec::er: bt 0.00.0:0
e 3 Defoult Repository ument Poth:

Receipt ollE maii via POP3: Disabled Defoult Repasitary Login Credentiols: Device

Send Confirm on Request: Enabled Alt1 Repository Protocol: SMB
N,:;‘"""‘"g E-moil cover sheet: g‘"";:d AM1 Repository Server: 00.000

: sa e Alt1 Repository Document Pat.

Primoy Server; 0000323 Alt1 Repository Login Credentials: Device

Alternate Server: 0000:123 Workflow Poal Pratotol: SMB

SLP: Disabled Workflow Pool Server: 00000

FTP Client: LT Workflow Pool Path:

FTR Client Mode: Passive Email: ) Encbled

Web Services on Device: Enobled Def ‘“ From Address:

WS-Discovery: Enabled Ce cf',“ fom & —— e ’
WS-Discovery Multicast: Enabled onfirmation e‘el. rors Only
WS-Print: Enabled Auta Send to Self; Disabled

E-muail Security: Disabled
WS-Scan: Enobled -

Web Services Scan to Mailbox: Enabled
Copy Submission: Enabled View Mailboxes by Defuuit: Enabled
Digital Certificate Management and Securi..  Enabled Storage Copacity (MBJ: 672 MB
Extensible Service Registration: Enabled Storage Used (MB): 50 MB
Job Limits: Enabled Cleanup of Public Folders: Enabled
Job Management Extension: Enabled Cleamup of Creoted Folders: Enabled
Dewice Configuration; Enabled Cleanup Time: Daily
Scan Subrmission: Encbled Scan to Home: Disobled
Scon Workflow Monogement: Enabled Friendly Name:

Session Data: Enabled Workflow Name;

User Interface Configuration: Enabled Auto Create Subdir: Disabled
EIP Proxy Configuration: Enabled Append User Name to Path: Disabled
Yeron Secure ACess: Disabled Auto Create User Name Dir: Disabled
EIF SNMP Configuration: Enabled Scan To: Engbled
Pont Submission: Enabled Cloud Services: Disobled
Scan Template Mgmt: Enabled Print From: Enabled
Mass Storage Access: Enabled Saved Jobs for Reprint: Enabled/Displayed
Card Reader Access: Enabled Print From LISB: Disabled
Authentication & Accounting Configur... Enabled Print From MoilBox: Disabled
Export Audit Log: Enabled Cloud Services: Disabled
Trellix Embedded Control: Enabled
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Accounting

Accounting Mode:
Network Accouniting:

Security

Authentication Configuration

Machine UT Authentication:
Home:
Jobs:
Device:
Device Website Authentication:
Authorization;
Retrieve E-mail from LDAP:
Authentication Server:
Keiberos Primary Realm;
Kerberos Primary Address:
Kerberos Alt 1 Realm:
Kerberos Alt 1 Address;
SMB NT Domain.
SMB Alt 1 NT Domain:
Senartcard Ctrl Server:
Smaortcard Ctrl Domain:
SmartCard OCSP URL:
Card Reader Upgrade Policy:
Card Reader Firmwore Version:
Xerox Secure Access:
Secure Access Server:
Secure Access Path:
Audit Log:
IP Sec:
1P Filtering:
Security Certificates
Maching Certificate:
Root Certificates Installed:
802.1x:
Job Data Removal:
Scheduled:
Scheduled Frequency:
FIPS 140-3:
TLS:
TLS Hash:

Trellix Embedded Control:
Extensible Service Setup

Third Generation Browser:
Widget Version:
Widget Version:

D2017-2019 Xerox Corporation. All Rights Reserved. Xerox® and Versalink® are tro
wrademarks of Adobe in the United States ond/or other countries. AirPrint, Bonjour ani
owned by the Bluetcath SIG, Inc. and any use of such marks by Xerox is under license. Kerbel
trademuark of the Hewlett-Packard Company., Trellix is o trodemark of Musarubra US LLC Wi

trademarks of Wi-Fi Allianced:

Nene
Disabled

Locally on the Device
Unlocked

Unlocked

Unlocked

Locally on the Device
Locally on the Device
Enobled

Kerberos

0000288

000088

0.0.00:443

Enabled

Disabled
0.00.0:443

Enabled
Disabled
Disabled

Signed
54
Disabled

Disabled

Monthly

Disobled

TLS1.2and TLS 1.3

SHA-1, SHA-256 and above
Enhanced Security

X3G_3.24.23_2.40.5_012_01.00.00
v1.3.17 ¢B 20140613
v2.5.04 09 20240123
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