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nmon User Data

thine Nome:

vidress:
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thine Activation Date;
*k Impressions;
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plies Phone Number;
‘em Administratos

‘hine Location:
maged By

imary M8 Setver:

chine Hardware
Card:

Mermory Size:

ngn interfoce Cord:
ice RAM Size:

ice Storage Size:
Memory Size:
Tuctivity Kit.

sher Type:

sher Punch;

sher Folder

ti-feed Detection Kn:

1eral Setup

wote Services.
wte Software Downlood:

1wte Services Trans. Time;

x Workploce Cloud
il Alerts:

ice Plan:

graphic Region;

T Offset.

iing Installation
Sharing

12

2rgy Saver
ep Sleep:

ergy Saver Mode;

art Proximity Sensor

oke on Arrivol:
ep on Departure:

tware Versions
1ce Softwors:

h Version;

work Contraller:

'‘anel Fiermware;

kirg Engine:

ument Feader:

sher.

ner.
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st Successful Upgrode:

ia Trays
i

A

r3:

v
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Herox Versalink C415 Colow MFP {46:5...
106116.35

5334205608

1337

https:i1061.16,35

Apr 282025 16:06:01

4058

3746

7804

Not set
machine location not set

Embedded; ¥ Line
738 MB

not present

1984 MB
used=3216MB/total- 1 400LME leMMCI
187 MB

Not Instailed
Sirnple Catch Tray
None

net present

Not Instalted

Enobled
Emabled
16:55
Enobled
Disabled
Meterad
unknawn
+05:30
Allowed {Enceypted Files Only}
Enabled
Lossless

Disabled
Jaby Activoted
Not Available

122.028.005.12000
None
12202812000

62

230,326

230.326
000.000.000
003021019
230326

Not Allowed

May 6, 2025 12:49:41

Plon, White and A4 (210 x 297 mmj
Ploin, White and A4 (210 x 297 mm}
Ploin, White and Letter {8.5x 11%)
Ploin, White and Letter {8.5x 117)
Plaan, White and Letter (8.5x 117)
PFlain, White and Letter (B.5x 11%)

[nstalled
Instolled

Connectivity

Mobile Workflows
AirPrint Printing:
Mopria Printing.
AirPrint / Mopria Scanning
Authentication Requited:
Physical Connections
USB Settings
USB Type A Ports
USB Type B Part
Wired:
Ethernet MAC Address.
Ethernet Speed/Duplex Setting:
Wireless:
Wireless MAC Address:
Network Nome (SS1D):
8ssID
Secunity Mode:
Enceyption Algerithm:
Status:
Wi-Fi Direct:
Wireless Hardware:
Wi-Fi Protected Setup™ (WPS| Nome
Access Point {S51D):
Show Password on Device Touch Screen
NFC,
iBeacen (Bluetcoth®) for AicPrint Di...
iBeacon Hordware:
Bluetoath Device Address;
iBeacon [P Address:

Protocols

TCP/IPva;
1P Address:
Subnet Mask:
Router/Gateway:
Automatic Addiessing:
OHCP Server
DBHCP Lecse Expiration:
BOOTP Broadcast:
Self Assigned Address State:
Self Assigned Address:
TCP/IPv6:
Link Local Addiess:
Use Router Supplied Prefix;
Stateless Globat Address 1
Stateless Globat Address 2:
Marnual Address:
DHCF Addressing
DHCP Address:
Default Gateway:
DUID {DHCP Unique Identifier}:
DNS Settings:
Requested Host Nome,
Verified Host Nome:
Requested Domain Nare:
Verified Domaom Name:
Multicast DNS:
Release DHCF Leases and DNS Registrati.
Primaty DNS Server:
Prefer IPvS DNS over [Pvd
Bonjour:
Bomyour Printer Name:
HTTP:
Force Traffic over Secure Connaectron (H_
PP
SNMP
SNMP v1/v2:
SNMP v3;
LPR/LPD:
Raw IP Printing:
LDAP
LDAP Server 1 Primory LOAP Address:
LDAP Server 1 Search Directary Root:
LDAP Server 1 Secure Connection (LDA...
LDAP Server 1 Validote Server Certificate
SMTP
SMTP Seiver;
Connect Encryption {TLS):
Validate Server Certificate (TLS):
SMTP Authentication Type:

Xerox-

Enabled
Enobled
Enabled
Disabled

All Enabled
Enabled

Enabled
78:8c77:46:60:59
auto

Disabled

Enobled
Not Installed

Enabled
Enabted
Not [nstatled

Enabted

10.61,16.35
255.255.255.0

10.61.16.1

DHCP

1061.13.223

Thu May 15 10:50;33 2025
Disabled

Enabled

Enabled

feBO; 708c:7 7l fe46:605%
Enabled

{d00:0:2;116 7aBc 77if-feab:6059

Use DHCP os directed by a router

XRX788C77466059

Enabled
Disabled
1061716
Enabled

Xerox Versalink C415 Color MFP [46:6...
Engbled

Yes

Enabled

Enabled
Disabled

Enabled
Enobled

0.0.0.0:389

Disabled
Disabled

10.61.10.7:25
Mo Encryption

Bas« Auth with SMTP

Page 1



Xerox® VersaLink® C415 Color MFP Configuration Report

Protocols {cont.)

POP3
POPY Server;
POP3 Secute Connection (TLS):
PCP3 Validote Server Certificate:
E-mpil Address:

NTP:

FTP Client:
FTP Client Mode;

‘Web Services on Device:

Apps
Printing
Banner Sheel:
Error Sheets:
Paper Substitution:
Troy Priority:
Archival Marking Mode
PostScript
Level:
Version;
PCL
Version:
Font Name:
Custem Color Tables
Labet:

Fax:
fax tinel:
FoxLine:

Server Fax:

Repository Protocol:
Repository Server
Repository Document Path:

Workflow Scanning:

Email:

Scan to Mailbox:
Storoge Copocity (MB):
Stotage Used (MB):
Cleanup of Public Folders:
Cleanup of Created Folders:
Cleanup Time;

Scan to Home:

Scan To:

Cloud Services:

Print From:

Saved Jobs for Reprint:
Print From USB:

Print From MailBox:
Cloud Serviges:

Accounting
Accaunting Mode:
Netwosk Accounting:

Security

Authentication Configuration

Machine UL Authentication:

Harmne:
Jobs:
Device:

Device Website Authentiwcation:

Authorization;

Retneve E-mail from LDAP:
Authentication Server:
Xerox Secure Access:
Audit Log:

IP Sec:
1P Filtering:
Security Certificates

Machine Certificate:

Root Certificates Instolled:
802.1x:

Job Data Removal:

Scheduled.

FIPS 140-3:
TLS:

TLS Hash:

Trellix Embedded Control:

Printed at Moy 08. 2025 11:52 AM xe rox

0.0006:110
Disabled

Enabled
Enabled
Passive

Enabled

Enabled
Enabled
Enabled
123456
off
Installed
3

30211m

5

Courier

Enabled

Not Installed
Enobled/Disployed
1337

Enabled

SMB

10.61.23.93:445

{

Engabled

Enabled

Enabled

672 MB

70MB

Enobled

Encbled

Daily

Disabled

Enabled

Disabled

Enabled .
Enabled/Disptayed

Disabled i
Disabled W
Disabled

HNone
Disabled ’

Locally on the Device
Unloacked

Unlocked

Unlacked

Locally on the Device
Locally on the Device
Enabled

Kerberos

Disabled

Enabled

Disabled

Disabled

Signed
54
Disobled

Standard 1_!|.. ol 01 11y
Disabled

TS 1 2and TLS 1.3
SHA-1. SHA- 256 and above
Enhonced Security

©2017-2019 Xerox Corparation. All Rights Reserved. Xerox® and VessaLink® are trademarks of Xenox Corparation in the United Stotes ordfor other countries. Adabe and PostScript ore either registered trademarks or
tradernarks of Adobe in the United States andfor other countiies. AirPrint, Bonjour and iBeacon are trademarks of Apple Inc.. registered in the U.S, and other countries. The Bluetooth® ward mark is o registered trademark owned
by the Bluetooth SIG, Inc. and any use of such marks by Xerox is under license. Kerberos is a rademark of the Massachusetts Institute of Technology (MIT). Mopria is a trademark of Mopria Afliance, Inc. PCL s o trademark of the

Hewlett-Packard Company. Trellix 1s o trademark of Musarubra US LLC. Wi-Fi® and Wa-Fi Direct® are registered trademarks of Wi-Fi Aliance®, Wi-Fi Protected Setup™, WPA™, WPA2Z™ and WPA3™ are trademarks of Wi-Fi

Alliance®,
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Common User Data
Machine Nome:
1P Address:
Machine Serial Number:
Fox Lmel:
Machine URL
Machine Activation Date:
Black Impressions;
Color Impiessions:
Total Impeessions.

Machine Profile
Xerox Asset Tag:
Customer Asset Tag:
Service Phone Number;
Customer Support Nurmber:
Supplies Phone Number.
Systern Administrator:
Machine Lacation;
Managed By

Primary MB Server:

Machine Hardware
Fax Card;
Fox Memady Size:
Fareign Interfoce Card:
Device RAM Size:
Device Starage Size:
EPC Memory Size;
Productivity kst
Finisher Type:
Finisher Punch;
Finisher Folder
Multi-feed Detection Kit.

General Setup
Remote Services.
Remote Software Download:
Remote Services Trans. Time:
Xerox Workplace Claud
E-ma Alerts:
Service Plan:
Geographic Region:
Startup Config Report;
GMT Offset
Cloning Installatron )
Allaw Print Submission of Cloneg'Files:
File Sharing
JBIG2
Energy Saver
Deep Sleep:
Energy Savei Mode:
Sleep Mpde Times;
Auto-0DIf;

Software Versions

Device Software:

Patch Vetsion:

Netwark Contraller:

LI Ponel Firmwaie:

User Interface:

Morking Engine;

Copy Controlles:

Document Feaeder:

Finisher;

Fax:

0s:

Scanner

Software Upgrode:

ALTBOOT Software Upgrade:

Tray Z:

Tiay ¥

Tray &

Machine Upgrades:
Lost Successful Upgrade:
Scheduted Auto Upgrades:
Auto Upgrade Start Time:
Auto Upgrode Server:

Media Trays
Tray 1:
Tray 2
Tray 3:
Tray &
Manug! Feeder;
Bypass Tray

Configuration Report
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Xerox Versalink C415 Coloe MFF (46:6
10611635

5334205608

3337

htps:/110.61.16.35

Apr 28, 2025 16:06:01

4058

3746

7804

Not set
machine location not set

Embedded:; 1 Line
738 MB

nint present

1984 MB
used=3216MB/totol=14004MB (eMMC)
187 MB

Not Instalted
Simple Cotch Tray
None

norl present

Not Instalied

Enabled
Enabled
16:55
Enabled
Disabled
Metegred
unknown
Enabled
+05:30
Allowed (Encrypted Files Only)
Disabled
Enabled
Lossless

Thsabled

lob Activated
60 minutes
Disabled

122028.005.12000
Mane
122.028.12000

6.2

122.028.12000
230326
122.028.12000
230326
000.000.000
003.021.19
230,326

230.326

005015

005015
Al6.84_B2.3
A16.85 823
A16.85_B2.3

Not Allowed

May 6. 2025 12:49:41

-Disabled

Daily
0.00.0:20

Plain, White and A4 {210 x 297 mm)
Plain, White ond A4 {210 x 297 mm}
Plain, White and Letter (8.5 x 117)
Plain, White and Letter {8.5 x 11°)
Plain, White ond Letter (8.5 x 117}
Plain, White ond Letter {8.5x 117)

Connectivity

Mobile Workflows
AirPrint Printing:
Mopria Printing:
AirPrint / Mopria Scanning
Authentication Required:
Universal Print:
Universal Print Registration Statws:
Physical Connections
USB Settings
USB Type A Ports
USB Type B Port
Connection Timeout
Wired:
Ethernet MAC Address:
Ethernet Speed/Duplex Setting:
Wireless:
Wireless MAC Address.
Network Name {SSID:
BSSID:
Security Mode:
Encryption Algonthm;
Status:
Wi-Fi Direct:
Witeless Hardware:
Wi-F| Protected Setup™ (WPS) Name:
Connectron Method,
Subnet Prefix Address:
Access Point [SSID):
Show Password an Device Tauch Screen:
NFC:
iBeacon (Bluetcoth®) for AlrPrint Di...
iBeacon Hordwate!
Bluetooth Device Address:
iBeacon IP Address:

Protocols

TCP/IPvas:
IP Address:
Subnet Mask:
Routet/Gotewqy:
Automatic Addressing:
DHCP Server:
DHCP Lease Expiration:
BCOTP Broadcast:
Seif Assigned Address State:
Self Assigned Address:
TCP/1Pv6:
Link Lesal Address:
Use Router Suppled Prefix.
Stateless Glabal Address 1.
Stateless Glabal Addiess 2:
Manual Address:
DHCP Addressing.
DHC? Address:
Defoult Goteway:
DUID {DHCP Unique Identificek:
DNS Settings:
Requested Host Nome:
Verified Host Name:
Requested Dommn Nome;
Verified Domain Name:
Mutticast DNS.
Release DHCP Leases and DNS Registrati
Prmary DNS Server;
Alternate DNS Server 1:
Alternate DNS Server 2:
DNS Connection Timegut:
Append Device Domain:
Append Parent Domains:
DNS Damain Search List.
Prefer IPv6 DNS over [Pva,

Installed Options

PS:
Lockdawn Security Solutien:

Xerox-

Enabled
Encbled
Enabled
Disabled
Disabled
Not Registered

All Enabled
Enabled

5 seconds
Enobled
78:8c77:46:60°59
outo

Disabled

Enabled
Mzl Installed

Enabled
Enabled
Not Installed

Enabled

10.61.16.35

255.255.255.0

1061161

DHCP

106113223

Thu Moy 15 10:50:33 2025
Disabled

Enabled

Enabled
feB(::7aBci 77 ff-fet6:6059
Enobled

il 2:116:708c 77 f{fe46:605%

Use DHCP gs directed by o router

XRX78BC77466059

Enabled
Disabled
1061.7.16
10.61.106
10.61.7.15

5

Enabled
Disabled
XERCXQA.COM
Enabled

Installed
Installed
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Xerox-

rotocols {cont.)
Bonjour: Apps
Banjour Printer Name; Xerox Versalik C415 Color MFP (46:6.. Printing
HYTP: Enabled Bonner Sheet: Enabled
Port Number: 80 Sys/Start Job: Disobled
Force Traffic over Secure Connection (H... Yes Delete Held Jobs After: 3 Dayls) & Hour(s) & Minute(s)
Secure HTTP Port Number: 443 Eeror Sheets: Encbled
Proxy Sewver: Automatic Paper Substitution: Enabled
Proxy Seiver Address: 0.0.0.0:8080 Tray Priority: 12,3456
PP Enabled Default Copies: 1
Secure 1PP Mode: IPP and Secure 1PPS Default Jo: Type: Noemal Print
IPP Netwoek Path; http:#10.61 16.35:631 Default Paper Size: x=8.50 inches, y=11.00 inches
SNMP Defoult Paper Color White
SMMP w1 fv2: Enobled Default 2 Sided Printing: 2 Sided
SNMP v3; Disabled Default Output Tray: Center Tray
LPRALPD: Enabled Defoult Output Calor: Colos
Port Numbe: 515 Default Collated Sets: Enabled
POL Switching: Disabled Defoult Stapling: Not Available
PDL B::mew Quenride; EDiSvn‘:Ledd Offsetting Between Jobs: Mo Offset Between Jobs
Raw [P frinting: nal Archival Marking Mode OFf
Poit Number 1; 9100 PostScript Installed
Bidirectionol: Disobled Level: 3
End of Job Timeout: 00 Version: 3021101
PDL Switching: Disabled Image Quality: Enhonced
LDAP PCL
LDAP Server 1 Friendly Nome: Version: 6
LDAP Server 1 Primory LDAP Address: 0.0.0.0:389 Pitch Size: 10,00
LDAP Server 1 Alternate LDAP Address. 0.0.0.0:38% Point Size: 1200
LDAP Server 1 Search Directory Root; Font Name: LCourier
LDAP Server 1 Secure Connection (LDA... Disabled Lines Per Poge: 60
LDAP Server 1 Volidate Sesver Certificote... Disabled Custom Color Tables Enobled
SMTP Label: Not Installed
SMTP Server: 10.61.10.7:25 Fax: Enabled/Displayed
Connect Encryption (TLS): No Encryption Fax Line1: 3337
Validote Server Centificate (TLS): Fox Line:
Max Messoge Size (KB). 10240 Server Fax: Enabled
Number of Fragments: 1 Confitmation Sheet Esrots Only
Totol Job Size (KB): 300000 Delay Start: Disobled
Job Splitting Boundary: Page Boundory Repository Protocal: SMB
Credentials for Auto €-moils: None Repository Server: 10.61.23.93:445
Credenilials for Walkup Usef: Noqe ) Repository Document Path: ;
R OS:;TP Authenticotion Type: Basic Auth with SMTP “{: orl:flow 3 g :nnin o (E)nubl od
onfirmotion Sheet: n
POP3 Server: 0.00.0:110 :
N | ) Default Repository Protocol: SMB
:?.-:i meef:m“mn (TLS): Disabled ge:nu:t :eposi:oc_v gf:e' - 00.0.00
" p ) . efault Repositor ument Path:
POP3 Volidate 5?"’?' Ceruficate: . Defoult Reposiloti Login Credentials; Device
Receipt of E-moil via POP3; Disabled d .
Send Confirrn on Request: Enobled Alt1 Repository Protocol; SMB
Incoming E-mail cover sh‘eet: Enabled . Rmim‘y Servest 0.00.6:0
NTP: Enabled Alty Repos!mcy Docrument Path: ‘
Primary Server: 0.000123 Alt1 Repository Login Credentials; Device 3
Alternate Server: 0.000:123 A sMe
SLp: Disobled Workflow Pool Server: 00000
FTP Client: Enabled ipecieadtealiis
FTP Client Mode: Passive Email: ) Enabled
Web Services on Device: Enabled s F'f’m Adaress:
WS -Discovery: Enabled Confirmation Sheet: Er_lo:s Only
WS-Discovery Multicost: Enabled Aute send w. Self; Disabled
WS-Print: Enobled E-rmuil Secunsy' Disabled
WS-Scan: Enabled chn to Mallbox: Enabled
Web Services View Mmlboxe_s by Default: Enobled
Copy Submission: Enabled Storage Capacity (MB): 572 MB
Digital Certificate Management ond Securi..  Enabled Stosage Used (MB): 7omB
Extensible Service Registration: Enabled Cleanup of Public Falders: Enobled
Job Limits: Enabled Cleanup of Cieated Folders: Em_:bled
Job Monagement Extension: Enabled Cleanup Time: Daily
Device Configuration: Enabled Scan to Home; Disobled
Scan Subrmvission: Enabled Friendly Nome;
Scan Workflow Management; Enabled Workflow Nome:
Sessian Data: Enabled Auto Create Subdir: Disabled
User Interface Configuration: Enabled Append User Name to Path:; Disabled
EIP Proxy Configuration: Enabled Auto Crepte User Nome Dir: Disabled
Xerox Secure Access: Disabled Scan To: Enabled
EIP SNMP Configuiation: Enabled Cloud Services: Disabled
Print Submission: Enabled Print From: Enabled
Scon Template Mgmt: Enabled Saved Jobs for Repiint; Enabled/Disployed
Mass Stofoge Access: Enabled Print From USB: Disabled
Card Reader Access: Enobled Print From MailBox: Disabled
Authentication & Accounting Configur... Enabled Cloud Services: Disabled b I P 130
Export Audit Log: Enabled
Trellix Embedded Conuol: Enabled



Xerox® VersaLink® C415 Color MFP

Accounting
Accounting Mode: None
Network Accounting, Disabled
Security
Authentication Configuration
Machine Ul Authentication: Locally on the Device
Home: Unlocked
lobs: Unlocked
Device: Unlocked
Device Website Authentication: Locally on the Device
Authorization: Lacally on the Device
Retrieve E-mail from LDAP: Enabled
Authentication Server; Kerberas
Kerberos Prirary Realm:
Kerberas Primory Address. ¢.0.00:88
Kerberos Alt 1 Realm:
Kerberos Alt 1 Address: 0.0.00:88
SMB NT [ i ¥
sMe Al 1 M7 Do )|
Smartcard Ctrl Server; 0.0.00:443
Smartcard Ctrt Domoin:
SmortCard OCSP URL:
Card Reader Upgrade Policy: Enobled
Cord Reader Firrnware Yersion:
Xerox Secure Access; Disobled
Secure Access Server: 0.00.0:443
Secure Access Poth:
Audit Log: Enabled
IP Sec: Disabled
IP Filtering: Disabled
Security Certificates
Machine Certificate: Signed
Root Certificates Instalted: S
802.1x: Disabled
Job Data Removal:
Scheduled: Standard
Scheduled Frequency: Doily
FIPS 140-3; Disobled
TLS: TIS1.2and TL51.3
TLS Hash; SHA-1, SHA-256 ond above

Trellix Embedded Control:

Extensible Service Setup
Third Generation Browse:
Widget Version:
Widget Version:

Enhanced Security

X36_3.24.23_2.40.5_012_01.00.00
v1 317 ¢8 20140613
v25.04 g9 20240123
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