erox’ Versalink” B415 MFP

smmon User Data
Aochme Naome:

Pvl Addresy: .
Aachine Senal Number

ax Linel

Aochine LRL

dachine Ackivation Dote:
Toknd Impressions

tachine Profile
%erox Asset Tog:
“ustomer Asset Tog
Service Phone Number
Customes Support Number
Supplies Phone Number
System Admaristrator
&tachine Location;
Managed By

Primary MB Sesver

Aachine Hardware
Fax Card:

Fox Memoey Size:
Foreign Intesface Card,
Device RAM Size-

Dewice Staioge 5ize

CPC Memoy Size:
Productivity Kit

Fiwsher Type

Firnshes Punch

Finisher Folden:
Multi-feed Detection Kt

Seneral Setup
Remote Services:
Remaote Software Downlood:
Remote Services Trans. Time:
Xerox Workploce Cloud
E-mail Alerts:
Service Plan!
Geographic Region:
Stortup Config Report:
GMT Dffset:
Cioning Installation
Allow Peint Subraissian of Clone Fites:
File Sharng
1B1G2
Energy Saver
Deep Sleep!
Energy Saver Mode!
Sleep Mede Timer
Auta-Off

Software Versions

Dewvice Soflware:

Patch Version

Network Controller

Ul Panel Firmware:

User lmerface:

Marking Engine:

Copy Controller

Document Feeder

Firnsher

Fax.

0%

Scanner

Software Upgrade:

ALTBOQT Software Upgrade:

Tiay 2

Tray 3

Teay &

Machine Upgrades:
Last Successiul Lipgrade;
Scheduled Auto Lipgrodes’
Auta Upgtode Start Trne:
Auto Upgrade Server.

Media Trays
Tray 1
Tray 2,
Ty 3.
Tvay &
Bypass Tray:

MyS'h'c

Configuration Report

Brnbisd ol Moy 202025 1108 AM

Xerox VersoLink 8415 MFP (DC:BB:44)
10.61.16.221
5330005345

hitps://10.6116.221
May 06, 2025 11°54:52

3427

Pt
Gystem FYLSR
Not set

mochine locatan not set

1015.46.133:80

Embedded: 1 Line
0 MB

not present

1984 MB

usedr 291V RMBLoto-OMB [ebML)
187 MB

Not Instalied
Simple Catch Tray
None

not present

Not Installed

Enabled
Enabled
18:30
Enabled
Drsobled
Metered
unknown
Enabled
+05:30
Allowed (Encrypied Files Oniy)
Enobied
Enabled
Lirssless

Disobled

Job Activated
120 minukrs
Oisobled

122.029.005 13400
None
122.029.13400
62
12252913400
230327
12202913400
230,327
000.000.000
003.021.020
230317
230,327
005016
005.016
A191_B31
A191 B3
A191_B31
Allowed

May 19.2025 17:17:42
Enabled

Daoily
1061911621

Hole Punched. White and A& (210 2 29.

Plain, White and A& {210 x 297 mm}
Plain, White and A4 (210 x 297 mmi}
Plain, White and Letter (8.5 x 117

Plain, White and Ak {210 x 297 mm}

Connectivity

Mobile Workflows
AirPrint Printing.
Moprio Printing:
AirPrint / Mopria Scanning
Authentication Required:
Universal Print.
universal Prunt Registration Status!
Physical Connections
USB Settings
USB Type A Ports
USB Type B Part
Connection Timeouk
Wired:
Ethernet MAC Address.
Exhernet Speed/Duplex Setting
Wireless:
Whreless MAC Address:
Network Name (55ID)
BSSID:
Secunty Mode:
Encryption Algorthra:
Status:
Wi-Fi Direct.
Whreless Hardwore:
Wi-Fi Protected Setup™ {WPS) Nome:
Connection Method,
Subniet Prefix Address.
Access Point {SSID)

Show Passwaid on Device Touch Screen.

NFC:

iBeacon (Bluetooth®) for AirPrint Di...
iBeacon Hordware:
Bluetooth Dewice Address
Beacan IP Address

Protocols

TCP/1PvA:
1Pvé4 Address.
Subnet Mask:
Routei/Gateway.
Awtormnatic Addressing!
DHCP Server;
DHCP Leose Expiration:
BOOTP Broadcast.
Self Assigned Address Stale;
Self Assigned Address:
TCP/1Pv6:
Link Locol Address
Use Router Supphed Prefix:
Stateless Global Addiess 1
Statetess Giobal Address 2
Manual Addiess,
DHCP Addiessing.
DHCF Address.
Default Gateway!
DUID (DHCP Unique ldentifierk
DNS Settings:
Requested Host Nome:
Venfied Host Nome
Requested Domein Name:
Verified Domoin Name:
Multicast DNS:
Ratease DHCP Leases and DNS Regrstiot
Sumary DNS Server,
Alternate DNS Server 1:
Alternote DNS Server 2
DNS Connection Timeout
Apperic] Device Domoin
Append Parent Domains:
DNS Devmain Search List:
Prefer [Pvb DNS ovel 1Pva:

Installed Options

Ps:
Lockgown Security Solutice

Enabled
Engbled
Enabled
Disabled
Disabled

Xerox:

Mot Regnmrrf—\

Al Enobled
Enabled

S seconds
Encbled

788077 dcbB.A4
auta

Disabled

Enabled
Not Installed

Enabled
Enabled
Nat [nstalled

Enabled
10.6116.221
255.255.255.0
1061161
OHCP

W67 13224,
Tue May 277
Disabted
Enabled

Disabled

Enobled

51 2025

Use DHCP g dwected by o routei

XRX7B8C270(BB44

Encbled
Dnsabled
1061716
1061106
1061715

5

Enabled
Disabled
XEROAQA.COM.
Enabled

Instolled
Inswalled
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SO Piinted at May 20, 2025 11:06 AM xe rox
Protocols (cont.)
Bonjour: Apps
Banjour Printer Name: Xerox Versalink B415 MFP (DC/B8:44) Printing
HTTP; Enobled Banner Sheet Disabled
Port Nurmber 80 Sys/Start Job: Disabled

Force Traffic oves Secure Connection (H... Yes Delete Held Jobs After: 3 Dayish 0 Hour(s) & Minute(s)

Secuie HTTP Porl Number: 443 Eiror Sheets: Enabled

Proxy Sesver: Manyal Poper Substitution; Enabted

Proxy Server Addiess: 10.177.8.91:8080 Troy Priority: 1,2,345

1P Enchled Defnuit Copies: 1

Secure [PP Mode: PP ond Secure 1PPS Default Job Type: Normol Print

IPP Network Path: httpif10.61.16.221:61 Default Paper Size: %:8.50 inches. y=11.00 inches
SNMP Default Paper Color White

SNMP v1/vZ: Enabled Default 2 Sided Printing: 2 Sided

SNMP v3: Disabled Default Qutput Tray: Center Tray
LPRILPOD; Enabled Default Qutput Color Black & White

Part Number 515 Default Coltated Sets: Enabled

PDL Switching. Disabled Default Stapling: Mot Avgiloble

PBL Banner Override Disabled Offsetting Between Jobs: No Offset Belween Jobs
Raw IP Printing: Enabled Archival Marking Mode off

Part Number 1 9100 PostScript Installed

Bidirectronal: Disabled Level: 3

€nd of fob Timeout: 300 Version: 3021101

PDL Swikching: Disubled imege Quality: Enhanced
LDAP PCL

LDAP Server 1 Friendly Name: Vorsion: [

LDAP Sefver 1 Primary LDAP Address. 0.0.00:289 Pitch Size: 10.00

LDAP Served 1 Alternnte LDAP Address: $.0.0.0:389 Paint Size; 1200

LDAP Server 1 Seorch Directary Root; Font Nome: Courier

LDAP Seiver 1 Secure Connection (LDA... Disabled Lines Per Page: 50

LDAP Server 1 Validote Server Cerlificote Disobled Custom Color Tobles Enobled
SMTP Lobet: Not Installed

SMTP Sewver: 1061.10.4:25 Fax: Disobleg

Conrect Encryption {TLS): Na Encryption Fax Linel:

Vatidate Server Cestificate (TLS); Fax Line2:

Max Message Size (KB). N 10240 Server Fax: Enabled

Number of Fragments: 1 Confitmalion Sheet: On

Tolal Job Siza (KB): 300000 Delay Stort Disahled

Jab Splitting Boundary: Fage Boundary Repositary Protocol: SMB

Credentials for Aulo E-mails; None Repasitary Server: 10.61.23.93:445

Credentiols for Walkup User: None Repasitovy Document Path: I s ‘
POS:;TP Authentication Type: Basic Auth with SMTP Workflow Sccmning: Enabled

POR3 Server- 0000:170 N Sieets o

POP3 Secure Connection {TLS): Oisabled by Reposftory Protocol: SMB

£-moil Address: Default Repos!mry Server: 0.0.0.0:0

POP3 validate Server Certificote: Default Rm!wy Do:_u ment Pm,h" .

Recerpt of E-mail via POP3: Disabled Defoult Repository Login Credentiols: Device

Send Confirm on Request: Enobled :lm g”‘”‘f‘“” l;mhx_ol. SM% 0

Inceming E-mail cover sheet Enubled t eposfluly sl R
NTP: Disabled Al Repogtory Dacument Pm.h:

Primory Server: 0000123 Alt1 Repository Login Credentials: Device

Alternate Server; ¢.0.0.0:123 Workitow Poal Pratacok SMB
SLP: Disabled Waorkflow Pool Server 00000
FTP Client: Enobled Warkflow Poal Path:

FTP Client Mode: Passive Email: Enabled
Web Services on Device: Enobled Default F'?m Address:

WS -Discovery: Erabled Confirmation Sheet: Etrors Only

W5 Discovery Multicast: Enobled Auto send . v

WS- Prine: Enabled E-mail Se(utiEy: Disabled

WS-Scan- Encbled Scan to Mailbox: Enabled
Web Services View Mailboxes by Default: Enabled

Copy Submission: Ennbled Storage Copacity (MB): 672 MB

Digitol Certificole Monogement and Securi... Enabted Storage Used (MB): 50 MB

Extensible Service Registration: Enobled Cteanup of Public Folders: Enabled

Job Limits: Enabled Cleonup of Created Folders; Enobled

lob Monagement Extension: Encbled Cleanup Time: Daity

Device Confagurotion: Enabled Scan to Home: Disabled

Sean Submission: Enatled Friendly Nome:

Scan Warkflow Menagement: Enabled Workflow Name:

Session Data: Enabled Auto Creote Subdi: Disabled

User Interface Configuiation: s Enabled Append User Name to Path: Disabted

EIP Proxy Configurotion: Enobled Auto Create User Name Dir: Disabled

Xewox Secure Access Disabled Scan To: Enabled

EIP SNMP Configuration: Enabled Cloud Services: Disobled

Prnt Subenission: Enabled Print From; Enobled

Scon Ternplate Mgmt; Enabled Soved Jobs for Reprint- Enabled/Disployed

Mass Storage Access: Enabled Print From USB: Disabled

Cord Reoder Access: Enabled Print From MoilBox Disabled

Authentication & Accounting Configur.., Engbled Cloud Services: Disabled

Expodt Audit Log: Enabled

Treliix Embedded Control: Enabled



rerox’ Versalink® B415 MFP

«ccounting

Accounting Mode:
Network Accounting:

ecurity

Authentication Configuration
Machine Ul Authentication:
Home:
Jabs:
Device:
Device Website Authentication
Authorization:
Retrieve E-mas from LDAP:
Authentication Server:
Kerberos Pumary Realm;
Kerberos Primory Address.
Kerberos Alt 1 Realm:
Ketberos Al 1 Addiess:
SMB NT Domain:
SMB Alt 1 NT Domain.
Smantcord Cual Server:
Smartcard Crl Domann:
SmartCard OCSP URL:
Card Reader Upgrade Policy:
Card Readet Firmware Version:
Xerox Secure Access:
Secure Access Server:
Secure Access Poth;
Audit Log:
IP Sec:
1P Filtering:
Security Certificates
Matchine Certificate:
Root Cestificates installed:
802.1x:
Job Data Removal:
Scheduled:
Scheduled Frequency:
FIPS 140-3:
TLS:
TLS Hash:
Trellix Embedded Control:

Extensible Service Setup
Third Generotion Browse!
Widget Version:
Widget Yersion:

©2017- 2019 Xerox Corporotion. All Righls Reserv
trademarks of Adobe in the United States and/or o
by the Bluetooth SIG. Inc and any use of such marks by Xerox is under license, Kesberos is a wademark of the Mossachusetts Institute of Technology
Heowlett-Packord Company, Treflix 1s a tradesmark of Musarubra USLLC. Wi

Alliance®.

ed. Kerox® and Versalink® are trademarks of Xe
ther countries. AuPrint, Banjour and iBeacon ore

Configuration Report

Printed ot May 20, 2025 11:06 AM

Nane
Disobled

Locally on Lthe Device
Unlocked

Unlocked

Untocked

Locally on the Device
Lacally on Lhe Device
Emabled

Kerberos

0.0.0.0:88

0.00.0:88
0.00.0:443

‘Enabled

Disobled
9.0.0.0:443

Enabled
Disabled
Disabled

Signed
53
Disabled

Stondard

Caily

Disobled

TLS1.2and TLS 1.3

SHA-1, SHA- 256 and above
Enhanced Securily

X3G_3.24.23_2.40.5_012_01.00.00
v1.3.17 ¢B 20140613
w2504 g9 20240123

rox Corparabion n the United States and/or other countries. Adobe and PostSuipL are
\rademorks of Apple Inc.. registered in the U.S. and other countiies. The Bluetooth®
{MIT}. Mopna is a trademark of Mopnia aisance. I

Fi® and Wi-F1 Direct® ore registered tiademarks of Wi-F1 Alliance®. Wi-Fi Protected Setup™, WPA™, WPAZ™ and WPAI™ are trademaorks of Wi-

Xerox:

#er registered trademarks o1
~aik 15 0 registered trademork owned
nc, PCL s @ trodemark of the
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mmon User Data
ochine Name:

viy Addsess:

achine Seng! Numbes:
mLinel:

athine URL:

achine Activation Date:
Jtal Impressions:

achine Profile
orox Assel Tag

ustomet Assel Tog:
ervice Phone Number:
ustomer Support Number
upplies Phone Number:
-ystern Administralarn
Aochine Location:
vianaged By

Prmony MB Seives

tachine Hardware
“ox Caid:

ax Memary Size:
Foregn lnterface Card:
Device RAM Size:
Dewice Storage Size:
EPC Memory Size:
Productivity Kit
Firisher Type:
Firvisher Punch:
Finisher Folder.
Mulli-feed Detecton Kit

3eneral Setup

Remote Setvices:
Remote Softwore Download;

Remote Services Trans, Time:

Xerox Workploce Cloud
€ -moil Alerts:
Senvice Plon:
Geographic Region:
GMT Offset:
Cloming Instollation
File Sharing
1BIG2
Energy Saver
Deep Sleep
Eneigy Suver Made:

Smart Proxirity Sensor

Wake on Arrival:
Sleep on Departure:

Software Versions
Device Software:
Potch Verson:
Netwark Controller:
Ul Ponel Frmwate:
Morkng Engine:
Document Feeder:
Firusher:
Fax:
Scanner
Machine Upgrades:

Last Successful Upgrode:

Media Trays
Tray 1
Tray 2
Tiay 3
Tray 4:
Bypass Tray*

Installed Options
Ps:
Lockdown Secursty Solution;

Configuration Report

Printed at May 20, 2025 11:05 AM

Xerox VersaLink B415S MFP (DC:BB:44)
10.61.16.221
5330005345

https:H10.61.16.221
May 06, 2025 11:54:52
8427

Myslc
Systern FSCSR

Net set
machine location not set

10.15.46,133:80

Embedded; 1 Line
0 MB

not present

1984 MB

used- 2899MB/total=0MB (eMMC}
187 MB

Nat nstalled
Simple Catch Tiay
None

not present

Not Installed

Enabled
Enabled
18:30
Enabled
Disabled
Metered
unknown
+05:30
Allowed (Encrypted Files Onty)
Enabled
Lossless

Disabled
Job Activoted
Mot Available

122.029.005.13400
Nane
122.029.13400

6.2

230327

230327
000.000.000
003.021020
230.327

Allowed

May 19. 2025 1717:42

Hote Punched. White and A4 {210 x 29
Plain, White and A4 (210 x 237 mm)
Plain, While ond A4 (210 x 297 mm)
Pigin, White and Letter {8.5x 117)
Plain, White and A4 (210 x 297 mm)

Installed
Installed

Connectivity

Mobile Workflows
AirPrint Printlng:
Moprio Printing:
AirPrint / Mopria Scanning
Authentication Requied:
Physical Connections
USB Settings
USH Type A Ports
USB Type B Port
Wired:
Ethernet MAC Address:
Ethernet Speed/Duplex Setting:
Wireless:
Wireless MAC Addiess.
Network Name (510!
B8551D:
Secusity Mode:
Encryption Algonithm:
Status:
Wi-Fi Direct:
Wireless Hardware:
Wi-Fi Protected Setup™ (WPS) Norne:
Arcess Point (551D):

Show Password on Device Touch Screen:

NFC:

iBeacon (Bluetooth®) for AirPrint Di...
\Beacan Hordwore:
Bluetooth Device Address:
Beacon [P Address:

Protocols
TCP/IPva:
P4 Address:
Subnet Mask:
RouterfGoteway:
Aulamotic Addressing:
DHCP Server:
DHCP Lease Expiration:
BOOTP Broodcast:
Self Assigned Address State:
Self Assigned Address:
TCPIPvE:
Link Local Address:
LUse Router Supplied Prefix:
Stateless Glabal Address 1t
Sioteless Globol Address 2:
Monual Address:
DHCP Addressing:
DHCP Address:
Defoult Goteway:
DUHD (DHCP Unique 1dentifier):
DNS Settings:
Requested Host Name:
Verified Hosl Name:
Requested Domain Nome:
Verified Domesn Name:
Multicast DNS:
Release DHCP Leases and DNS Registioti...
Primary DNS Server:
Prefer 1Pv6 DNS over |Pva:
Bonjour:
Bonjaur Printer Norme:
HTTP:
Force Traffic over Secure Connection (H.
PP
SNMP
SNMP v1/v2
SHNMP v3
LPR/LPD:
Raw IP Printing:
LDAP
LDAP Server 1 Primory LDAP Address:
LDAP Seiver | Search Directory Root:
LDAP Server 1 Secure Connection (LDA...
LDAP Server 1 Validote Server Certificate
SMTP
SMTP Sesver:
Connect Encyption {TLS):
validate Server Certificate (TLS)
SMTP Authentication Type:

Xerox

Enabled
Enabled
Enabled
Disabled

All Enabled
Enabled

Enobled
78:8c77.dchB:ad
auto

Disabled

Enabled
Not Instalied

Enabled
Encbled
Nol Installed

Encbled

10.61.16.221
155.255.255.0

10.61.16.1

DHCP

10,61.13.224

Tue May 27 "r\fﬂ 2025
Disobled

Enabled

Disabled

Enabled

Use DHCP s ditected by asoutel

XRATBBCITDCBEAG

Enatled
Disabled
10.61.7 16
Encbled

Xerox Versakink 8415 MFP (DC'BBAk)
Enabled

Yes

Encbled

Enabled
Disobled
Enatied
Enabled

0.000:389
~

Disabled
Disabled

1061.10.4:25
No Encryption

Basic Auth with SMTP
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Xerox-

Protocols {cont.)
POP3
PCP3 Server; 0.0.00:110
POP3 Secure Connection (TLS): Disabled
POP3 Validate Server Certificate:
E-mod Address: e
NTP: Disobled
FTP Client: Enabled
FTP Cliert Mode: Possive
Web Services on Device: Enabled
Apps
Printing
Bonner Sheet: Disabled
Erar Sheets: Enabled
Paper Substitution; Enabled
Tray Priority; 1.23.45
Archival Marking Mode o
PostScript Installed
Level: 3
Version; 302110
PCL
Veision: [
Forit Nome: Couner
Custom Color Tobles Enabled
Label: Mot installed
Fax: Disobled
Fax Line1
Fox LineZ:
Server Fax: Ennbled
Reposilary Protocol; SMB

Repository Server:
Repository Document Path:

10.61.23 93445
!

Workflow Scanning: Enabled
Email: Ennbled
Scan to Mailbox: Encbled
Storage Capacity (MB): 672 MB
Slorage Used (MB}: 53 MB
Cleanyp of Public Folders: Engbled
Cleanup of Created Folders: Enabled
Cleanup Time: S Doily
Scan to Home: Disobled
Scan To: Enabled
Cloud Services Disabted
Print From: Encbled
Soved Jobs for Reprint: Enobled/Displayed
Print From LISB Disabled
Pimnt From MuilBox: Disabled
Cloud Services: Disabted
Accounting
Accounting Mode; None
Network Accounting: Disabled

Security

Authentication Configuration
Machine UT Authentication:

Locally on the Device

Home: Unlocked
fobs: Unlocked
Device: Unlacked
Dewice Website Authentication: Locolly on the Device
Authorization: Locally on the Device
Retrieve E-mail fram LDAP: Enabled
Authentication Server: Kerberos
Xerox Secure Access: Oisabled
Audit Log: Enabled
1P Sec: Disabled
IP Filtering: Disabled
Security Certificates
Machine Certificote: Signed
Root Certrficates Tnstalied: 53
802.1x: Disobled
Job Data Removal:
Scheduted: Standard
FIPS 140-3: { o Disobled
TLS: i TLS12and TLS 1.3
TLS Hush; SHA-1, SHA-256 and above

Trellix Embedded Control:

137-2019 Xerox Corparation, All Rights Reserved. Xeron® ond Versalink® are trademarks of Xerox Cory
Temarks of Adobe in the United States anedfor atho i J
he Bluetooth SIG, Inc. and ony use of such marks by Xerox is under license. Kesberos is o trademark

Enhanced Secuitty

slett-Packard Compony. Trellix is o tradematk of Musarubra US LLC, Wi-Fi® ong Wi-

mnee®,

poration in the United Stotes andior other countries, Adobe and PostScript are either registered tindemarks or



