Xerox” AltaLink® B8170 MFP

Common User Data
Machine Nome;
1Pv4 Address:
Machine Serial Number:
Fax Line1:
Machine URL.
Maching Activation Date:
Total Impressions:

Machine Profile

Xerox Asset Tag:
Customer Asset Tag;
Service Phone Number:
Customer Support Number:
Supplies Phane Number:
System Administrator;
Machine Location.
Managed By

Primary MB Server;

Machine Hardware

Fox Card:

Fax Memory Size:
Fareign Interface Card:
Dewvice RAM Size:

Device Storage Size:

EPC Memory Size;
Firusher Type:

Firsher Punch:

Firnisher Folder
Multi-feed Detection Kit

General Setup
Remote Services:
Remote Softwore Downlood:
Remote Services Trans. Time:
Xerox Workplace Cloud
E-mail Alerts:
Service Plan
Billing Impression Mode:
Geographic Region;
Startup Config Report:
GMT Offset.
Cloning Instaliation
Allow Print Subrmission of Clone Files:
File Sharing
IBIG2
Energy Saver
Deep Sleep:
Emergy Saver Mode:
Sleep Mode Timur:
Auto-0ff;
Autg-Off Times
Smart Proximity Sensor
Wake on Arrivak
Sleep on Departure;
Maximize Detection Range:

Software Versions

Device Software:

Potch Version;

Network Controlter:

Ul Panel Firmware;

User Interfoce:

Marking Engine

Copy Cantroller;

Document Feeder:

Finisher

Fax:

0s:

Scanner:

Software Upgrade;

Tray 2:

Tray 3:

Tray &

Machine Upgrades:
Last Successful Lipgrade:
Scheduted Auto Upgrades:
Auto Upgrade Start Time:
Auto Upgrade Server:

Media Trays
Tray 1;
Tray 2
Tray 3
Tray &:
Bypass Tray:

Configuration Report

Panted at May 20. 2025 03:35 PM

Xerox Altalink B8170 {AQF5:8D)

RHZ762811
3337

len 11, 2024 08:47.04
755882

Not set
machine location not wet

Embedded; 1 Line

966 MB

not present

8192 MB

used- I169MBJtotal - 500107M8B (HDD)
512MB

Offsetuing Catch Tray

None

not present

Not Instalted

Enabted

Enabled

23:20

Enabled

Disabled

Metered

A3 Impressions
Eastern Hemisphere
Enabled

00100

Allowed {Encrypted Files Only}
Enabted

Enabled

Lossless

Disabled

Job Activated
30 minutes
Enabled

3 Hours

Enabled
Disabled
Disabted

122:01400512820
None
12201412820
003.004.00000
12201412820
064.022.000
12201432820
001.035.000
000.000.000
003.021.01%
122005.12700
017 024014
12201412820

Allowed

May 13,2025 14:20:40
Disabled

Daity

20002

Ploin. White and Letter (8.5 x 117)
Plain, White and A4 {210 x 297 mm)
Plain, White and A4 (210 x 297 mm)
Plgin, White and Executive (7.25 k1
Labets, Whiteand 12 x 19*

Connectivity
Mobile Workflows
AirPrint Printing:
Mopria Printing:
AlirPrint / Mopria Sconning
Authenticotion Required:
Universal Print:

Universal Print Registration Status:

Physical Connections
USB Settings
USB Type A Ports
USB Type B Port
Connection Timeout
Wired:
Ethernet MAC Address.
Ethernet Speed/Duplex Setting:
Wireless:
Wireless MAC Address,
Network Nome (SSID):
BSSID:
Security Mode:
Encryption Algorithm;
Stotus.
Wi=Fi Direct:
Wireless Hardware:

Wi-Fi Protected Setup™ {WPS) Name!

Connection Method:
Subnet Prefix Address:
Access Point {SSID);

Show Password on Device Touch Screen.

NFC:

iBeacon (Bluetooth®) for AirPrint Di...

|Beacon Hardware:
Bluetooth Device Address:
iBeacan IP Address.

Protocols

TCP/IPva;
1Pv4 Address:
Subnet Mask:
Router/Gatewoy:
Automatic Addressing;
DHCP Server;
DHCP Lease Expiration:
BOOTP Broadcast:
Self Assigned Address State:
Self Assigned Address;
TCP/IPv6:
Link Lacal Address:
Use Router Supplied Prefoc
Stateless Global Address 1:
Stateless Global Address 2:
Manual Address:
PHCP Addressing:
DHCP Address:
Defoult Gateway:
DUID (DHCP Unique Identifier:
DNS Settings:
Requested Host Name:
Verified Host Name;
Requested Domoin Name;
Verified Domain Name:
Muiticast DNS:

Release BHCP Leases and DNS Registrot...

Primary DNS Server
Atternate DNS Server 1:
Alternote DNS Server 2:
DNS Connection Timeout:
Append Device Domoain:
Append Porent Domains:
DNS Domain Search List.
Prefer IPvb DNS over 1Pva:

Installed Options
PS:

Enabled
Enabled
Enabled
Disabled
Disabled
Not Registered

All Enabled
Enabled

S seconds
Enabled
%c:93:4e:a0F5:0d
auts

Disobled

Enabled
Not Installed

Enabled
Enabled
Not Installed

Disabled
255.255.255.0

10.61 161
DHCP

Disobled
Enabled

Enabled

Xerox-

fed0:9e93:4eff-feal:fShd

Enabled

Use BHCP a5 diwected by a router

fe80:Bafc.5dff.fe?5:0282

XRX9CI3LEADFSBD

Enabled
Disobled

5
Enabled
Disabled

Enabled

Installed



Xerox® AltaLink® B8170 MFP

Protocols (cont.)
Bonjour:
Bonjour Printer Narme:
HTTP:
Port Number:
Force Traffic over Secure Connection (H...
Secure HTTP Port Number;
Proxy Server:
Peony Server Address:
1PP
Secure IPP Mode:
IPP Network Path:
SNMP
SNMP ¥1ivd:
SNMP v3:
LPR/LPD:
Poit Number:
PDL Switching:
PDL Banner Override:
Raw IP Printing:
Port Number 1:
Bidiwectional:
End of Job Timeaut:
PDL Switching:
LDAP
LDAP Sesver 1 Friendly Name:
LDAP Server 1 Pumary LDAP Address:
LDAP Server 1 Alternate LDAP Address:
LDAP Server 1 Search Directory Root:
LDAP Server 1 Secure Connection {LDA...
LDAP Server 1 Vahidote Server Centificate...
SMTP
SMTP Server:
Connect Encryption {TLS):
Validate Server Certificate (TLS):
Max Messoge Size {KB):
Number of Frogments.
Total Job Size (KB):
Jab Splitting Boundary:
Credentials for Auto E-mails:
Credentials for Walkup User.
SMTP Authentication Type:
POP3
POP3 Server:
POP3 Secure Connection (TLSk:
E-maqil Address:
POP3 validate Server Certificate:
Receipt of E-mail via POP3:
Send Confirm on Request:
Incoming E-mail cover sheet:
NTP:
Primary Server.
Aliernate Server:
SLP:
FTP Client:
FTP Client Mode:
Web Services on Device:
WS-Discovery:
WS-Discovery Multicast:
WS-Print.
WS-5can:
Web Services
Copy Submission;
Digital Certificate Management and Securi-
Extensible Service Registration:
lob Limits:
lob Management Extension:
Device Configuration:
Scan Submission;
Scan Workflow Management
Session Dota;
User Interface Configuration:
ElP Proxy Configuration:
Xerox Secure Access:
E1P SNIMP Configurotion:
Prink Submission:
Scan Template Mgmt:
Mass Storage Access:
Cord Reader Access:
Authentication & Accounting Configur
Export Audit Log:
Trellix Embedded Control;

Configuration Report

Printed at May 20. 2025 03:35 PM

Apps
Xerox AttaLink BE170 (AD:F5:80} Printing
Enabled Bonner Sheet:
80 Sys/Start Job:
Yes Delete Held Jobs After
443 Error Sheets:
Manual Paper Substitution:
10.177.8.91:8080 Tray Priority:
Enabled Defoult Copies:
PP and Secure IPPS Default Job Type:
hprr631 Default Paper Size:
Defoult Paper Color:
Enabled Defoult 2 Sided Printing:
Disabled Defouit Qutput Tray:
Enabled Default Output Colar:
515 Defoult Collated Sets:
Disabled Default Stapling:
Disobled Offsetting Between Jobs:
Enabled PestScript
9100 Level:
Disabled Version:
300 Imoge Quality:
Disabled PCL
Version:
Pitch Size:
00.0.0:38% Point Size:
0.0.0.0:389 Font Nome;
Lings Per Page:
Disabled Custom Color Tables
Disabled Label:
Fax:
0.00.0:25 Fox Line1:
No Encryption Fax Line2:
Server Fax:
10240 Confirmation Sheet:
1 Delay Stort:
300000 Repository Protocol:
Page Boundary Repository Server:
:’;‘: Repository Gocument Poth:
Workflow Scanning:
Basic Auth with SMTP Confirmation Sheet: g
Default Repository Protocol;
0000:110 Defaut Repository Server:
Disabled Default Repositary Document Path:
Defoult Repository Login Credentials:
. Alti Repository Protocal:
Disabled A1 Repository Server:
Enobled Alt1 Repository Document Path:
E'.mblEd Alt1 Repository Login Credentiols:
Disabled WorkRow Pool Protocol:
0.00.0:123 WorkRow Pool Server:
0000123 Workflow Poal Path:
Disabled Email:
Eml?ied Default From Address:
Possive Confirmation Sheet:
Enabled Auto Send to Self:
Enabled y .
Enobled E-mail Security:
E Scan to Mailbox:
nabled ; i
Enabled View Mailboxes by Default:
Storage Copocity (MB):
Storage Lised (MB):
Enobed Cleanup of Public Folders:
Enabled Cleomup of Created Folders:
Enabled Cleanup Time: )
Enabled SCU:H to Home:
Enabled Friendly Name:
Enabled Workflow Name: .
Enabled Auto Create Subdir:
Enabled Append User Name to Path:
Enabled Aute Create User Name Dir:
Enobled Scan To:
Disabled §|oud Services:
Enabled Print From:
Enabled Saved Jobs for Reprint;
Enabled Print From LISB:
Enpbled Print Fram MailBox:
Enacbled Cloud Services:
Enabled
Enabled
Enabled

Xerox

Enabled

Disabled

3 Dayls) 0 Hour{s) O Minute(s)
Enabled

Disobled

12345

1

Normal Print

x=8.50 inches, y211.00 inches
White

2 Sided

Main Tray

Black & White
Enabled

Not Available

Offset Betwgen Jobs
Instolled

3

302110

Standord

[

10,00

1200

Courier

60

Enabled

Not Installed
Enabled/Displayed
3337

Enabled
Errors Only
Disabled
SMB
0.00.0:0

Enabled
Errors Only
SMB
0.0.0.0:0

Device
SMB
00.0.0:0

Device
SMB
0.0.0.0:0

Enabled

Errors Only
Disabled
Disabled
Disabled
Enabled
23443 MB
1234 MB
Enobled
Enabled
Daily
Disabled

Disabled
Disabled
Disabled
Enabled
Disabled
Enabled
Enobled
Enabled
Disabled
Disabled



Xerox® AltaLink® B8170 MFP

Accounting
Accounting Mode: None
Network Accounting: Disabled
Security
Authentication Configuration
Machine UT Authentication: Locolly on the Device
Home: Unlacked
lobs: Unlacked
Device: Unlacked
Device Website Authenticotion: Locally on the Device
Authorizotion: Locally on the Device
Retrieve E-mail from LDAP: Enabled

Authentication Server: Kerberos
Kerbergs Primary Realm:

Kerberos Primary Address: 0.0.0.0:88
Kerberos Alt 1 Realm:

Kerberos Alt 1 Address: 0.0.0.0:88
SMB NT Domain:

SMB Alt 1 NT Domain:

Smartcard Ctrl Server 0.0.0.0:443
Smortcard Cuel Domain:

SmartCard OCSP URL:

Cord Reader Upgrade Policy: Enabled
Cord Reader Firmware Version:

Xerox Secure Access: Disabted
Secure Access Server: 0.0.0.0:443
Secure Access Path:

Audit Log: Enabled

1P Sec: Disabled

IP Filtering: Disabled

Security Certificates
Machine Certificate: Signed
Root Certificates Installed: 53

802.1x: Disabled

Image Overwrite

Immediate: Instolled/Enabled
Scheduled: Disobled
Scheduled Frequency:
FIPS 140-3: Disobled
TLS: TLS1.2and TLS 13
TLS Hash: SHA-1. SHA-256 and obove

Trellix Embedded Control:
Extensible Service Setup

Enhanced Security

Third Generotion Browser: X3G_3.24.23_2.40.5_011_01.00.00
Widget Version; ¥1.3.17 ¢8 20140613
Widget Version: v2.5.0499 20240123

Configuration Report
Printed ot May 20, 2025 03-35 PM

Xerox

©2017-2019 Xerox Corporation. All Rights Reserved, Xerox® and AltaLink® are trademarks of Xerox Corporation in the United States and/or ather countries. Adabe and PostScript are either registered trademorks of trademarks

of Adobe in the United States and/or other countries, AirPrint, Bonjour ond iBeacon ore trademarks of Apple Inc., registered in the L1S. and other countries. The Bluetooth® word mark is a registered trodemork owned by the
Bluetooth SIG, [nc. and ony use of such marks by Xerox is under license. Kerberos is a trademork of the Massachusetts Institute of Technology (MIT). Mopria is o trademark of Mopria Alliance, Inc. PCL is o rademark of the
Hewdett-Packard Company. Trellix is a trademark of Musarubra US LLC, Wi-Fi® ond Wi-Fi Direct® are registered trademarks of Wi-Fi Alliance®, Wi-Fi Protected Setup™, WPA™, WPA2™ and WPA3™ are trodemorks of Wi-Fi
Alliance®. Page
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Xerox® AltaLink® 88170 MFP

Common User Data
Machine Name:
IPvi Address:
Machine Seriol Number:
Fox Line1:
Machine URL:
Machine Activation Date:
Total Impressions;

Machine Profile
Xerox Asset Tag:
Customer Asset Tag:
Service Phone Number:
Customer Suppart Nurmber:
Supplies Phane Number:
Systern Administrator:
Machine Location:
Managed By

Primary MB Server.

Machine Hardware
Fox Card:
Fax Memaory Size:
Foreign Interfoce Card:
Device RAM Size:
Device Storage Size:
EPC Mermary Size:
Finisher Type:
Finisher Punch:
Finisher Folder:
Mutti-feed Detection Kiu:

General Setup

Remote Services:
Remote Software Download:
Remote Services Trans, Time;
Xerox Workplace Cloud
E-mail Alerts:
Service Plan;
Billing Impression Mode
Geagraphic Region:
OMT Offset:
Cloning Installation
File Sharing
18MG2
Energy Saver
Deep Sleep:
Energy Saver Mode:
Smart Proximity Sensor
Waoke on Arsival:
Sleep on Deporture:

Software Versions
Device Software:
Patch Version;
Network Controller:
Ul Panel Firmware:
Marking Engine;
Docurnent Feeder:
Finisher:
Fax:
Sconner:
Machine Upgrades:

Lost Successful Upgrade;

Media Trays
Tray 1:
Tray 2:
Tray 3:
Tray &:
Bypass Tray:

Installed Options
PS:

Configuration Report

Printed at Moy 20, 2025 03:35 PM

Xerox AltaLink B8170 {AQF5:8D)

HHZ762811
3337

Jun 11, 2024 0B:47:04
755880

Not set
machine location not set

Embedded; 1 Line

966 MB

not present

8192 MB
used=3189MB/iotal-500107MB (HDD)
512 MB

Offsetting Catch Tray

None

not present

Not Installed

Enabled

Enabled

23:20

Enabled

Disabled

Metered

A3 Impressions
Eastem Hemisphere
00:00

Allowed {Encrypted Files Only}
Enabled

Lossless

Disabled
Job Activated

Enabled
Disabled

122.014005.12820
None
12201412820
003.004,00000
0640220060
001.035.000
000.000.000
003.021.0%9
017.024014
Allowed

May 13.2025 14:20:40

Plain, White and Letter {8.5x 11"}
Plain, White and A4 (210 x 297 mm}
Plain, White and A4 (210 x 297 mm}
Plain, White and Executive (7.25x1...
Labels, White and 12 x 19"

Installed

Connectivity

Mobite Workflows
AirPrint Printing:
Mopria Printing:
AirPrint / Mopria Scanning
Aythentication Required:
Physical Connections
LS8 Settings
USB Type A Ports
LISB Type B Port
Wired:
Ethernet MAC Address:
Ethesnet Speed/Duplex Setting:
Wireless:
Wireless MAC Address:
Network Name (5510):
BSSID:
Security Mode:
Encryption Algorithm:
Status:
Wi-Fi Direct:
Wireless Hardwaore:
Wi-Fi Protected Setup™ (WPS) Name:
Access Point (SSID):
Show Password on Device Touch Screen,
NFC:
iBeacon {Bluetooth®) for AlrPrint Di...
iBeacon Hordware:
Bluetooth Device Address.
iBeacon [P Address:

Protocols

TCP/1Pva:
1Pv4) Address:
Subnet Maosk:
Router/Gateway:
Automatic Addressing:
DHCP Server:
DHCP Lease Expiration:
BOOTP Broadcast
Self Assigned Address Stote:
Seff Assigned Address:
TCP/IPv6:
Link Local Address:
Use Router Supplied Prefix:
Stateless Global Address 1:
Stateless Global Address 2:
Manual Address:
DHCP Addressing:
DHCP Address:
Default Goteway:
DUID (DHCP Unique Identifier);
DNS Settings:
Regquested Host Name:
Verified Host Name:
Requested Domain Name:
Verified Domain Nome:
Multicast DNS:
Release DHCP Leoses and DNS Registrati...
Primory DNS Server:
Prefer IPvE DNS over IPvh:
Bonjour:
Bonjour Printer Name:
HTTP:
Force Traffic over Secure Connection (H._
PP
SNMP
SNMP v1fv2:
SNMP v3:
LPR/LPD:
Raw IP Printing:
LDAP
LDAP Server 1 Primary LDAP Address:
LOAP Server 1 Seorch Dwectory Root:
LOAP Server 1 Secure Cannection {LDA...
LDAP Server 1 Validate Server Certificote..
SMTP
SMTP Server:
Connect Encryption {TLS):
Validote Server Certificote (TLSK
SMTP Authentication Type:

Xerox-

Engbled
Enabled
Enabled
Disabted

All Enabled
Enmabled

Enabled
9¢:93:4e:00£5:bd
auto

Disabled

Enabled
Not [nstalled

Enabled
Enabled
Not Installed

Disabled

255.255.255.0
10.61 16,1
DHCP

Disabled
Enobled

Enabled
fe80::9¢9 3:4eff.feal:fSbd
Enabled

Use DHCP as directed by o router

feB0:BofcSdff:fe75:e282

XRXSCI34EAQFSBD

Enabled
Disabled
Enobled
Xerox AltaLink B8170 (AO:F5:8D)
Enabled

Yes
Enabled

Enobled
Disobled

Enabled
Enabled

0.0.0.0:389

Disabled
Disabled

0.0.0.0:25
No Encryption

Basic Auth wath SMTP



Xerox” AltaLink® B8170 MFP Configuration Report

Printed at May 20, 2025 03:35PM xe rox

Protocols {cont.)
POP3
POP3 Server 0.0.00:110
POP3 Secure Connection {TLS): Disabled

POP3 Validate Server Certificate:
E-mail Address:

NTP: Disabled
FTP Client: Enabled
FTP Client Mode: Passive
Web Services on Device: Enabled
Apps
Printing
Banner Sheet. Enobled
Error Sheets: Enabled
Paper Substitution; Disabled
Tray Priority: 1,2.345
PostScript Instolled
Level: 3
Version; 3021107
PCL
Version: 6
Font Name: Courier
Custam Color Tables Enabled
Label: Not Instatled
Fax: Enabled/Displayed
fax Linel- 3337
Fax Line2:
Server Fox: Enabled
Repository Protocol: SMB
Repository Server; 30,000
Repository Document Path:
Workflow Scanning: Enabled
Email: Enabled
Scan to Mailbox: Disabled
Storage Capacity (MB); 23443 MB
Storage Used (MB): 1234 MB
Cleanup of Public Folders: Enobled
Cleanup of Created Folders: Enobled
Cleanup Time: Daily
Scan to Home: Disabled
Scan To: Enabled
Cloud Services: Disobled
Print From: Enabled
Saved Jobs for Reprint: Enabled
Print From USB: Enabled
Print From MailBox; Disabled
Cloud Services: Disabled
Accounting
Accounting Mode: Mone
Network Accounting: Disabted
Security
Authentication Configuration
Machine UI Authentication: Locally on the Device
Home: Unlocked
Jobs: Unlocked
Device: Unlocked
Device Website Authentication; Locally on the Device
Autharization: Locally on the Device
Retrieve E-mail from LDAP; Enabled
Authentication Server: Kerberos
Xerox Secure Access: Disabled
Audit Log: Enabled
IP Sec: Disobled
IP Filtering: Disobled
Security Certificates
Machine Certificate: Signed
Root Certificates Instatled: 53
802.1x: Disabled
Image Overwrite
Immediate: Installed/Enabled
Scheduled: Disabled
FIPS 140-3: Disabled
TLS: TIS1.2and TLS 1.3
TLS Hash: SHA-1, SHA~-256 and above
Trellix Embedded Control: Enhanced Security

©2017-2019 Xerox Corparation, All Rights Reserved. Xerox® and AltaLink® are trademarks of Xerox Corporation in the United States and/or other countries, Adobe and PostScript ore either registered trademarks or trodemnarks
of Adobe in the United States andfor other countries, AirPrint, Bonjour and iBeacan are trodemarks of Apple Inc., registered in the U.S. and other countries. The Bluetooth® word mark is o registered trademark owned by the
Bluetooth SIG. Inc. and any use of such morks by Xerox is under license. Kerberos is o trademark of the Massachusetts Institute of Technology (MIT). Mopria is a tradernack of Mopria Alliance, Inc. PCL s o trademark of the
Hewlett-Packard Compeny. Trellix is @ tradernark of Musarubra US LLC. Wi-Fi® and Wi-Fi Ditett®@ are reqistered trademarks of Wi-Fi Alliance®. Wi-Fi Protected Setup™, WPA™, WPA2™ and WPA3™ are trademarks of Wi-Fi

Allignce®, Page 2



Xerox® AltaLink® B8170 MFP

Common User Data
Machine Nome;
IPvé4 Address:
Machine Senal Number:
Fox Linel
Machine URL:
Machine Activation Dote:
Total Impressions.

Machine Profile
Xerox Asset Tag:
Customer Asset Tag:
Service Phone Number:
Customer Support Number:
Supplies Phone Number:
System Administrotor:
Machine Location:
Managed By

Primary MB Server

Machine Hardware
Fox Card:
Fax Memory Size;
Foreign Interface Cord;
Device RAM Size:
Device Storage Size:
EPC Memory Size-
Finiisher Type:
Fanisher Punch;
Funisher Folder;
Multi-feed Detection Kit:

General Setup
Remote Services:
Remote Software Downlaad:
Remote Services Trans. Time;
Xerox Workplace Cloud
E-mai Alerts,
Sevvice Plan:
Billing [mpression Mode:
Geographic Region;
Startup Config Report:
GMT Offset:
Cloning Installation

Allow Print Submission of Clone Files:

File Shanng
1BlG2
Energy Saver
Deep Steep:
Energy Saver Mode:
Sleep Mode Timer:
Aute-0Ff,
Auta-Off Timer:
Smart Proximity Sensor
Wake on Asrival:
Steep on Departure;
Maximize Detection Range:

Software Versions

Dewice Softwore:

Patch Version:

Netwark Controlles;

UI Pone! Firmware:

User Interfoce:

Marking Engine:

Copy Controller:

Dacument Feeder:

Finisher:

Fax.

Qs:

Scanner;

Software Upgrade:

Tray 2:

Tray 3:

Tray &

Machine Upgrades:
Last Successful Upgrade:
Scheduled Auta Upgrades;
Auto Upgrade Start Time:
Auta Upgrade Server:

Media Trays
Tray 1:
Tray 2:
Tray 3:
Tray &
Bypass Tray:

Configuration Report

Prirbed at bMay 20, 2025 $3:33 PM

Xerox AltaLink BE170 (AQ-FS8D)
106116226

HHZ762811

3337

hitps:i10.61.16.226

Jun 11, 2024 08:47:04

755875

Not set
machine location not set

Embedded, 1 Line

966 MB

not present

8192 MB
used=3168MB/otal-500107MB (HDD)
512MB

Offsetting Catch Tray

None

not present

ot Instolled

Enobled

Enabled

2320

Engbled

Disabled

Metered

A3 [Impressions
Eastern Hemisphera
Enobled

00:00

Allowed (Encrypted Files Only)
Encbled

Enobled

Lossless

Disabled

Job Activated
30 minutes
Enabled

3 Hours

Enabled
Disabted
Disabled

122.014.005,12820
None
12201412820
003,904.00000
12201412820
064.022.000
12201472820
001.035.000
000.000.000
003.021.019
122.005.12700
017.024014
12201412820

Allowed

May 13, 2025 14:20:40
Disobled

Daily

00:0.0:21

Plain, White and Letter (8.5x 117}
Plain, White and A4 (210 x 297 mm)
Plain, White ond A4 (210 x 297 mm)
Ptain, White and Executive (7 25 x 1
Labels, Whiteand 12 x 19°

Connectivity

Mobile Workflows
AirPrint Printing:
Mopria Printing:
AirPrint { Mopria Scanning
Authentication Required,
Universal Print:
Universal Print Registration Stetus:
Physical Connections
LISB Settings
USB Type A Ports
USB Type B Port
Connection Timeout
Wired:
Ethernet MAC Address:
Ethernet Speed/Duplex Setting;
Wireless:
Wireless MAC Address:
Network Name {SSID):
BSSID:
Security Mode:
Encryption Algorithm;
Stotus:
Wi-Fi Direct:
Wireless Hardwore:
Wi-Fi Protected Setug™ (WPS) Name:
Connection Methad:
Subnet Prefix Address:
Access Point {S51D):
Show Password on Device Touch Screen:
NFC:
iBeacon (Bluetooth®) for AirPrint Di...
iBeacon Hardware:
Bluetcoth Device Address:
1Beacon [P Address

Protocols

TCP/IPv4:
IPwé Address:
Subnet Mosk:
Router/Gotewoy:
Automatic Addressing:
DHCP Server:
DHCP Lense Expiration:
BOOTP Broadcast;
Self Assigned Address State:
Self Assigned Address:
TCP/IPv6:
Link Local Address:
Use Router Suppiied Prefix:
Stateless Globol Address 1
Stateless Global Address 2.
Manua! Address.
DHCP Addressing:
DHCP Address;
Defoult Goteway:
DUID {DHCP Unique [dentifier]:
DNS Settings:
Requested Host Nome:
Verified Host Name:
Requested Domain Name:
Verified Domain Nome:
Multicost DNS;
Release DHCP Leases and DNS Registrati..
Primary DNS Server;
Alternate DNS Server 1:
Alternate DNS Server 2:
DNS Connection Timegut:
Append Device Domain,
Append Parent Domains.
DNS Domain Search List:
Prefer IPv6 DNS over IPvé;

Installed Options
PS:

Xerox-

Encbled
Enabled
Enobled
Disabled
Disabled
Not Registered

All Enobled
Enabled

5 seconds
Enobled
9c:93:4:00:F5:bd
auto

Disabled

Enabled
Not Instaited

Enabled
Enabled
Not Installed

Enabled

10.61.16.226
255.255.255.0

10.67.16.1

DHCP

10.61.13.224

Tue May 27 15:28:36 2025
Disabted

Enabled

Enobled
feB0:9e93:4effFeab5hd
Enabled

Use DHCP as directed by a router

feB0:Bafc:Sdff-fe75:0282

XRXICIIHEAOF 58D

Enabled
Disabled
1061.7.16
10.61.10.6
1061715

5

Enabled
Disobled
XEROXQA.COM.
Enninied

Installed

Plams +



Xerox® AltaLink® B8170 MFP Configuration Report

Printed ot May 20, 2025 03:33 PM

Xerox

Protocols (cont.)

Bonjour: Apps
Bonjour Printer Name: Xerox AltoLink B&170 {AQ:F5:B0) Printing

HTTP: Enabled Bariner Sheet: Enabled
Port Number: 80 Sys/Start Job: Disabled
:urce T::lfﬁc over SecuLeefonnection {H.. \’953 Delete Held Jobs After: 3 Day(s} 0 Hour(s} 0 Minute{s)

ecure HTTP Port Number: 44 Error Sheets: Enabled
Proxy Server: Manual Poper Substitution: Disabled
Proxy Server Address: 1 °'1u7|:as'91 8080 Tray Priority: 1,2,3.45
IPP Ena Default Copies: 1
Secure IPP Mode: 1PP and Secure IPPS Defoult jol:n Type: Normal Print
IPP Network Path: http:#/10,61.16.226:631 Default Paper Size: x=8,50 inches, y=11.00 inches

SNMP Defoult Paper Color: White
SNMP vl fv2: Enabled Default 2 Sided Printing: 2 Sided
SNMP v3: Disabled Default Output Tray: Main Tray

LPRALPD: Enabled Default Qutput Color: Black & White
Port Number: 515 Defoult Coltated Sets: Enabled
POL Switching: Disabled Default Stapling: Mot Available
POL Banner Override: Disabled Offsetting Between lobs: Offset Between Jobs

Raw IP Printing: Enabled PostScript Installed
Port Number 1: 9100 Level: 3
Bidirectional: Disabled Version: 3021101
End of Job Timeout: 00 Image Quality: Standard
PDL Switching: Disabled PCL

LDAP Version: 6
LDAP Server 1 Friendly Name: Pitch Size: 1000
LDAP Server 1 Primary LDAP Address: 0.0.0.0:389 Point Size: 12.00
LDAP Server 1 Alternate LDAP Address: 0.0.0.0:389 Font Name: Courner
LDAP Server 1 Search Directory Root: Lines Per Page: 60
LDAP Server 1 Secure Connection (LDA. Disobled Custom Color Tables Enobled
LDAP Server 1 Volidote Server Certificate... Disabled Lobel: Not Installed

Sh;LPTP Server: 0.0.0.0:25 Fax: gy /Dsplayed

- 10.0.0: Fax Linel: 3337
Connect Encryption (TLS): No Encryption Fox Line2:
Validate Server Certificote (TLSk Server Fax: Enabled
:l“r:. :‘:‘;?g:ﬂsg'::eg(g’: 10240 Confirmation Sheet: Erroes Only
u! ) - Delay Start: Disabled
Total Job Size (KB): 300000 Repository Protocol: 5MB
lob Spht_mg Boundory: ) Page Boundaiy Repository Server: 0.00.00
Credantts for otk User: None Repositary Document Poth

recents v 9 . Workflow Scanning: Enobled

POS:;TP Authentication Type: Bostc Auth with SMTP Confirmation Sheet: Errors Only
POP3 Server: 0000110 Defoult Repos,lory Protoc.d. SMB -
POP3 Secure Connection (TLS): Disabled Default Repository Server: 0.0.00:0

; ) Defoult Repository Document Poth:
E-mail Address: Default Repository Login Credentioks: Device
POP3 Vaolidate Server Certificate: Alt1 Reposi . '

! ¥ X pasitory Protocol: SMB
Receipt of E-mail via POP3: Disabled Alt1 fiepository Server: 0.0.0:0:0
Send Confirm on Request; Enabled Al pository Do ) Path: —
Incoming E-mail cover sheet: Enobled At“ ﬂepos!tory ‘."mmt t . .

NTP: Disobled t1 Repository Login Credentials: Device

N Workflow Pool Protocal: SMB
Primary Server: 0.00.0:123 Workflow Pooi Server: 00060
Altemate Server: 0000123 Wor " o

SLP: Disabled orkflow Pool Path:

FTP Client: Enabled Email: Enobled
FTP Client Mode: Passive Default From Address:

Web Services on Device: Enobled Canfirmotion Sheet: Er_rors Only
WS- Discavery: Enobled Auto Send to Self, Da_subled
WS- Discovery Multicost: Enabled E-mail Security: Gisabled
WS-Print. Enabled Scan to lMailbox: Disabled
WS-Scan: Enabled View Mailboxes by Defautt: Enabled

Web Services Storage Copocity (MB): 23443 MB
Copy Submission: Enobled Storage Used (MB): 1234 MB
Digital Certificate Manogement and Securi,.  Enabled Cleanup of Public Folders: Engbled
Extensible Service Registration: Enabled Cteanup of Created Folders: Enabled
Job Limits: Enabled Cleanup Time: Daily
Job Monagerment Extension: Enobled Scan to Home: Disabled
Device Configuration; Enabled Friendlly Nome:

Scon Submission: Enabled Workflaw Name:

Seon Warkflow Manogement: Enabled Auto Create Subdir; Disabled
Session Data: Enobled Append User Name to Path: Disebled
Uset Interface Configuration: Enobled Auta Create User Name Dir: Disobled
EIP Proxy Configuration: Enabled Scan To: Enabled
Xerox Secure Access: Disabled Cloud Setvices: Disabled
EIP SNMP Configuratian: Enabled Print From: Enabled
Print Submission: Enabled Soved Jobs for Reprint: Enabled
Scan Templote Mgmt: Enabled Print Frorm USB: Enabled
Mass Storage Access: Enabled Print From Mait8ox: Disabled
Cord Reader Access: Enabled Cloud Services: Disabled
Authentication & Accounting Configur. Enabled

Export Audit Log: Enabled

Trellix Embedded Control: Enabled



Xerox® AltaLink® B8170 MFP

Accounting

Accounting Mode:
Network Accounting:

Security
Authentication Configuration
Machine UT Authentication:
Home:
Jobs:
Device:
Device Website Authentication:
Authorization:
Retrieve E-mail from LDAF:
Authentication Server:
Kerberos Primary Realm:
Kerberos Primary Address:
Kerberos Alt 1 Realm:
Kerberos Alt 1 Address:
SMB NT Domair:
SMB Alt 1 NT Domain:
Smartcard Cuil Server:
Smartcard Ctrl Domain:
SmartCard OCSP URL:
Card Reader Upgrade Policy:
Card Reader Frmware Version:
Xerox Secure Access:
Secure Access Server:
Secure Access Poth:
Audit Log:
IP Sec:
IP Filtering:
Security Certificates
Machine Centificate:
Root Certificates Installed:
802.1x:
Image Overwrite
Immediote:
Scheduled:
Scheduled Frequency:
FIPS 140-3:
TLS:
TLS Hash:
Trellix Embedded Control:

Extensible Service Setup
Third Generation Browser:
Widget Version:
Widget Version:

Configuration Report
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None
Disabled

Locally on the Device
Untocked

Unlocked

Unlocked

Locaolly on the Device
Locally on the Device
Enabled

Kerberas

000088

0.0.0.0:88
0.0.0.0:443

Enabled

Disabled
00.0.0:443

Enabled
Disabled
Disobled

Signed
53
Disobled

Installed/Enabled
Disabled

Disabled

TLS1.2ond TES 1.3

SHA-1, SHA-256 ond above
Enhanced Secunty

X36_3.24.23_2.40,5_011_01.00.00
v1.3.17 ¢8 20140613
v2.504 99 20240123
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Common User Data
Machine Name:
1Pvh Address:
Machine Serial Number;
Fax Linel
Machme URL:
Machine Activation Date:
Tatal Impressions;

Machine Profile
Xerox Asset Tag:
Customer Asset Tag:
Sennce Phone Number:
Customer Support Number:
Supplies Phone Number:
System Administratar
Machine Locotion:
Managed By

Primary MB Seiver:

Machine Hardware
Fax Card:
Fax Memory Size;
Fareign Interface Card:
Device RAM Size;
Device Storage Size:
EPC Memory Size:
Finisher Type:
Finisher Punch:
Finishes Folder:
Multi-feed Detecvan Kit;

General Setup
Remote Services:
Remote Softwore Downlood:
Remote Services Trans, Time:
Yerox Workploce Claud
E-ma Alerts:
Sevvice Plan;
Billing Impression Mode:
Geographic Region:
GMT Offset:
Cloning Installation
File Sharing
iB1G2
Energy Saver
Deep Sleep:
Energy Saver Mode:
Smart Proximity Sensor
Wake art Arrival:
Sleep on Departure:

Software Versions
Device Software;
Patch Version;
Nebwork Controller:
UI Panel Firmware;
Marking Engine:
Docurnent Feeder:
Finisher.
Fax:
Seanner:
Machine Upgrades:

Last Successful Upgrade:

Media Trays
Tray 1:
Tray 2
Tray 3:
Tray &:
Bypass Tray:

Installed Options
PE:

Configuration Report
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Xerox AltaLink B8170 {AQ:F5:B0)
106116226

HHZ762811

3337

https:/110.61,16.226

Jun 11, 2024 0B:47:04

755875

Not set
machine location not set

Embedded; 1 Line

966 MB

not present

B192MB
used=3167MB/total=500107MB (HDD}
512 MB

Offsetting Catch Troy

None

not present

Not Installed

Enabled

Enabled

2320

Enabled

Disabed

Metered

A3 Impressions
Eostern Hemisphere
00:00

Allowed (Encrypted Files Oniy)
Enabled

Lossless

Disabled
Job Actwated

Enabled
Disabled

122.014,005,12820
None
12201412820
003.004.00000
064,022,000
001.035.000
000,000,000
Q03.0.0n9
07024014
Allowed

May 13,2025 14.20:40

Plain, White and Letter [B.5x117)
Plain, White and A4 (210 x 297 mm}
Plain, White ond A4 (210 x 297 mm)
Plain, White ond Executive {7.25x 1
abels, White ond 12 x 19°

Instciled

Connectivity

Mobile Workflows
AirPrint Printing:
Mopria Printing:
AirPrint / Mopria Sconning
Authentication Required:
Physical Connections
USB Settings
USB Type A Ports
USB Type B Port
Wired:
Ethernet MAC Address:

Ethernet Speed/Ouplex Setting:

Wireless:
Wireless MAC Address:
Network Name (SSID}):
BSSID:
Security Mode:
Encryption Algorithm;
Status.

Wi-Fi Direct:
Wireless Hardwaore:

Wi-Fi Protected Setup™ {WPS! Nome:

Access Point (SSID):

Show Password on Device Touch Screen:

NFC:

iBeacon (Bluetooth®) for AirPrint Di...

Beacon Hardware:
Bluetooth Device Address:
Beacon [P Address:

Protocols

TCPIPva:
1Pv4 Address:
Subnet Mask:
Router/Gateway:
Automnatic Addressing:
DHCP Server;
DHCP Lease Expiration;
BOOTP Broadcast:
Self Assigned Address State.
Self Assigned Address:
TCP/IPv6:
Link Local Address:
Use Router Supplied Prefix;
Stateless Globol Address 1;
Stateless Global Address 2:
Manual Address:
DHCP Addressing;
DHCP Address:
Defoult Goteway:
BUID (DHCP Unique 1dentifrer):
DNS Settings:
Requested Host Name:
Verified Host Nome:
Requested Domain Name:
Verified Domain Name:
Multicast DNS:

Release DHCP Leases and DMS Regiskrot.

Primary DNS Server:

Prefer IPvE DNS nver [Pvé:
Bonjour:

Bonpour Printer Mame:
HTTP:

Force Traffic over Secure Comnection (H.-.

PP
SNMP

SNMP w1 fv2:

SNMP v3:
LPR/LPD:
Raw IP Printing:
LDAP

LDAP Server 1 Primary LDAP Address;
LDAP Server 1 Seorch Directory Root.
LDAP Server 1 Secure Connection (LDA_..
LDAP Server 1 Validate Server Certificote.,

SMTP
SMTP Server
Connect Encryption (TLS);
Validate Server Certificate (TLS)
SMTP Authentication Type;

Xerox-

Enabled
Enabled
Enabled
Disabled

All Enabled
Enabled

Enabled
9c:93:4e:00:f5:bd
outo

Disabled

Enabled
Not Installed

Enabled
Enabled
Not Installed

Enabled

106116.226
255.255.255.0

1061161

DHCP

10.6113.224

Tue May 27 15:28:36 2025
Disabled

Enabled

Enabled
fe80:9293:4efffeal:¥5bd
Ennbled

Use DHCP as directed by o router

feB0:8ofc:SdFf-fe75:e282

XRXSC334EAQFSBD

Enabled
Disabled
10.61.7.16
Enabled

Kevox Altalink BE170 (AQ:F5:80)
Enobied

Yes

Enabled

Enabled
Disabled

Enobled
Enabled

00.0.0:35%

Disabled
Disabled

0.00,0:25
No Encryption

Bas« Auth with SMTP

Pane ¥
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Protocols (cont.)

POP3
POP3 Server. 0.0.0.0:110
POP3 Secure Connection (TLS): Disobled
POP3 Validate Server Certificate:
E-maoil Address:

NTP: Disabled

FT# Client: Enabled
FTP Client Mode: Possive

Web Services on Device: Enabled

Apps

Printing
Banner Sheet: Enobled
Ervor Sheets: Enabled
Poper Substitution: Disabled
Tray Priofity: 1.2.345
PostScript Installed

Level: 3

Version: 30210
PCL

Version: 6

Font Mome; Coutier
Custom Color Tables Enabled

Label: Not Instalied

Fax: Enabled/Displayed
Fax Line1. 3337
Fax Ling2-

Server Fax: Enabled
Repuository Protocol: SMB
Repository Server: 00000
Repaository Document Path:

Workflow Scanning: Enabled

Email: Enabled

Scan to Mailbox: Disabled
Storage Capacity (MB): 23443 MB
Storage Lised (M8): 1234 MB
Clearup of Public Folders: Enabled
Cleanup of Created Folders: Enabled
Cleanup Time: Daily

Scan to Home: Disabled

Scan To: Enabled
Cloud Services: Disabled

Print From: Enabled
Saved Jobs for Reprint: Enabled
Print From USB: Encbled
Print From MailBox: Disabled
Cloud Services: Disabled

Accounting
Accounting Mode:; None
Network Accounting: Disobled
Security
Authentication Configuration
Machine UI Authentication: Localty on the Device
Home: Unlocked
Jobs: Unlocked
Device: Unlocked
Device Website Authentication: Locally on the Device
Authorization: Locally on the Device
Retrieve E-mail from LDAP: Enobled

Authentication Server: Kerberos

Xerox Secure Access: Gisabled

Audit Log: Enabled

IP Sec: Disabled

IP Filtering: Disabled

Security Certificates
Machine Certificate; Signed
Root Certificates Installed: 53

802.1x: Disabled

Image Overwrite
Immediate: Installed/Enabled
Scheduled: Disabled

FIPS 140-3: Disobled

TLS: TLS1.20nd TLS 1.3
TLS Hash: SHA-1, SHA-256 and above

Trellix Embedded Control:

Enhanced Security

Configuration Report
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