Xerox“ AltaLink® B8170 MFP

Configuration Report

Xerox-

Printed at 07 Oct, 2025 10:47
Commeon User Data Connectivity
Machine Nome: Xerox AltoLink BB170 (AOF5:B0) Mobile Workflows
[Py Address: Connecting.. AirPrint Printing: Enabled
Machine Hevial Number: HHZ762811 Mopria Printing: Enabled
Fay Linel: 3338 AirPrint / Mopria Scanning Enabled
Maghine LIRL: Connecting... Authentication Required: Disabled
Machine Activation Date: Sep 17,2025 2217:28 Physical Connections
Tofol Impressions: 659 USB Settings
. A USB Type A Ports All Enabled
Machine Profile USB Type B Port Disobled
Xempox Asset Tag: Wired: Disabled
Cuftomer Asset Tag: Ethernet MAC Address: 993 4eia0:f5:bd
Serpice Phone Mumber: Ethernet Speed/Duplex Setting: auto
Cudtorner Support Numbes: Wireless: Enabled
Supplies Phone Number Wireless MAC Address:
Redycling Phone Nurnber: Network Name (SSID): Xerox Lab User
Sygtem Administrator; Mot set 855I1D:
takhine Location: machine location not set Security Mode: WPA2 Personal
Managed By Encryption Algorithm; AUTO
Plimory MB Server: Status: Not Connected
Wi-Fi Direct: Enabted
Machine Hardware Wireless Hordware: Not Instalied
Fad Card Embedded: 2 Lines Wi-Fi Piotected Setup™ (WPS) Noeme:
Fas Memaory Size: 966 MB Access Point {S5I0): ]
Forpign Interface Card: not present show Password on Device Touch: screen:
Device RAM Size: 8192 MB NFC: o Enabled
Dedice Storage Size: used=3562MBtotal: S00107MB {HDD) iBeacon (Bhietoothd) for Aikcint Bi~ Enobled
il il piz A ?Im:g:l:‘;:vv'v:;iddless e
Finlsher Type: Offsetting Calch Tra ue j g
Findsher Puy:::h: None ] o iBeacon IP Address:
Finfsher Fodder; not presenk
Mufti-Feed Detection Kit: Not Installed Protocols
TCP/IPv4; Enobled
General Setup [Pués Address: Connecting...
Rerhote Services: Enabled Subnet Mask: 255009
Refhote Saftwore Download Enabled Router/Gateway: =
Remote Services Trons. Time: 00:47 Automatic Addressing: DHCP
Xerpx Workploce Cloud Enabled DHCP Server:
E-rhail Alerts: Disabled DHCP Lease Expiration:
Serlice Plan: Metered BOOTP Broadeost: Disabled
Billjhg Impression Mode A3 Impressions Self Assigned Address State: Enabled
Geggraphit Region unknown Self Assigned Address:
GMT Offsat: +05:30 TCP/1PvéE:
Clohing imstellation AMlowed (Encrypted Files Only) Link Locol Address:
Filg Sharing Enabled Use Router Supplied Prefix; Enabled
1BIG2 Lossless Stateless Globol Address 1:
Energy Saver Stateless Global Address 2:
ep Sleep: Disabled Monual Addrass:
Energy Saver Mode: Job Activated DHCP Addressing:
Smhart Proximity Sensor g:éi;:"o‘l'f;:uy'
ake on Arival: Enabled :
3 " DUID (DHCP Unique [dentifier):
Skeep on Departure; Disabled DNS Settings:
Software Versions Requested Host Narne: XRX9C93I4EAQF5BD
. Verified Host Nome:
I?:t:‘:\evsg::):i'::‘e' Liz:“ S Requested Domain Nome;
Nefwork Controller: 12301426700 :’:J;:i'::s?g:;’.'“ Wbl Etiied
Ul Panel Firmware: 003.005.00000 Rel DHCP.I. nd DNS Regi . Disabled
Mofking Engine: 064023000 eledse eones o S . o
Doument Feeder: 001.035.000 . e E
Finjsher: 000.000.000 re(er 1PvE DNS over 1Pvi: Enabled
Fox: 003.022.004 Bonjour:
Seahner: 017.025.003 Bonjour Printer Name: Xerox Altalink 88170 {AQ:F5:8D)
~|‘, sf';::';t’:ﬂgmggf ;“o:e,:be, 26, 2025 11:00:29 Hl;l;«-lc-::"haﬂic over Secure Connection (H... \E'Z:b‘w
b ° : e 1o Enabled
Media Trays SNMP
Tray 1: Plgin, White and Ad (210 x 297 mm) 2:::: :;{VZ. EDT;::::’
Troy 2 Plain, White and A4 (210 x 237 mm) -
Tray Plain, White and A4 {210 x 297 mm) LPR/LPD: Enabled
Troly &: Plain, White and A4 {210 x 297 mm) Raw IP Printing: Enabled
Byass Tray: Plain, White and A3 {297 x 420 mm) LDAP
LDAP Server 1 Primary LDAP Addiess: 0.0.00:389
LDAP Server 1 Search Directory Root:
LDAP Server 1 Secure Connection (LDA., Disabled
LDAP Server 1 Validate Server Certificate... Disabled
Installed Options SMTP
Ps: Instailed SMTP Server: 10.61.10.8:25
Cennect Encryption (TLS): Mo £ncryption

Validate Server Certificate (TLS):
SMTP Authentication Type:

Basic Auth with SMTP




Xerox® AltaLink® B8170 MFP

Configuration Report

Printed at 07 Oct, 2025 10:47 xe rox

Protocols {cont.}
POP3
POF3 Server: 00T
POP3 Secure Connection {TLS): Disabled
POP3 Validate Server Certificate:
E-rnail Address:
P: Enabled
Client: Encbied
FTP Client Mode; Passve
ab Services on Device: Enabled
Apps
Printing
nner Sheet: Disabled
mror Sheets: Enabled
aper Substitution Enabled
ray Priofity: 12345
ostSeript nstalled
Level: 3
Version: 2021100
Yerslon: 6
Font Nome: Courier
ustom Color Tables Enabled
Label: Not Installed
F: Enabled/Displayed
x Line?: 3338
x Line2;

Server Fax: Enabled
Hepository Protocol: SMB
Hepository Server: 10,61.23.92:445
Hepository Document Path: 7

Wprkflow Scanning: Enabled

Email: Enabled

Scan to Mailbox: Disabled
Yuorage Capacity (MB): 23443 MB
Ytorage Used (MB): 1267 MB
Gleanup of Public Folders: Enobled
Gleonup of Created Folders: Enabled
(leanup Time; Daily

Scpn to Home: Disabled

Scpn To: Enabled

loud Services: Disabled

Print From: Enabled
Saved Jobs for Reprint: Enabled
fyint From USH: Enabled
Fyint From MailBox: Disabled
Qloud Services: Disabled

Accpunting
Acdounting Mode; None
Network Accounting: Disabled
Sechrity
Adthentication Configuration

lachine Ul Authentication:

ice Website Authentication:
thorization:

Locally on the Device

Home: Unlocked
lobrs: Unlocked
Device: Unlocked

Locally on the Device
Locally on the Device

trieve E-mail from LDAP: Enabled
Adthentication Server: Kerberos
Xerox Secure Access: Disobled
Audit Log: Enabled
IP|Sec: Disobled
IP|Filtering: Disabled
Sepurity Certificates
lachine Certificate: Signed
t Certificates Installed: 54
Jx: Disabled
Inmjage Overwrite
Immediate: Instolted/Enobled
Scheduled: Disabled
FIPS 140-3; Disabled
TiLS: TLS1.Zand TLS 1.3
LS Hash: SHA-1, SHA-256 and above

Trellix Embedded Controf:

Enhanced Security

D2017-201% Xerox Corporation. All Rights Reserved. Xerox® and AltoLink® are trademaorks of Xerox Corporation in the Linited States and/or other countries. Adebe and PostScript are either registered trademarks o

radernarks of Adobe in the United States and/or other countries. AlrPrint, Bonjour and Beacon are trademarks of Apple inc., registered in the LS. and other countries. The Bluetooth® word mark is a registered trademark
owned by the Bluetooth SIG, Inc, and any use of such marks by Xerox is under license, Kerberos is a trademark of the Massachusetts Institute of Technology (MIT). Mopria® is a registered trademark and service mark of
Mopria Aliance, Inc. in the United States and other countries. Unauthorized use is strictly p ited. PCL is a trad k of the Hewlett-Packard Company. Trellix is o trademark of Musarubra US LLC. Wi-Fi® and Wi-fi
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Printed ot 08 Qcl, 2025 19:30
Corrrmon User Data Connectivity
Machine Name: Xerox Altalink B8170 (AD:F5:80}) Mobile Workflows
IPviyAddiess: 1061.11.233 AirPrint Printing: Enabled
Machine Serial Number; HHZ?628M Mopria Printing: Enabled
Fox Yine1: 3338 AirPrint / Moprio Sconning Enabled
Machine URL hitps:#110.61,11.232 Authentication Required; Disabled
Machine Activation Date: Sep 17. 2025 2217:28 Universal Print: Disabled
Totg Impressions: 668 Universal Print Registration Status Not Registered
. - Phystrat-Conmertions
Madhine Profile USB Settings
Xerok Asset Tag: USB Type A Ports All Enabled
Custhmer Asset Tdg: USB Type B Port Disabled
Servike Phone Nurber: Wired: Disabled
Custpmer Support[Number: Ethernet MAC Address: 9093 4e:00:f5:bd
Suplies Phone Number: Ethernet Speed/Duplex Setting: outo
Recyfling Phone Number:; Wireless: Enabled
Systern Admanistrgtor: Mot set Wireless MAC Address. Qree:40dB.49:ce
Macfine Location machine location not set Network Name (SSID): Xerax Lab User
Mahaged By BSSID: be:26:c7:9e:82 2¢
Prignary MB Servpr: Security Mode: WPAZ2 Personal
Encryption Algovithm: AUTO
Madhine Handware wSu;tu;: Eon:fce;ed
' e i-Fi Divect: nal
::: M‘::;OTY Size: :?: :"d:ed' ZLines W?le[less Hardware: . . Installed x|
Fore gn Intesface Card: not present Wi-Fi Pn.slecled Sel|:|p {WPS} Narre: Xerox AltaLink 831 70 .m.FS.BD)
Devite RAM Size: 3192 MB Connection Method: Push Button Configuration (PBC)
Subnet Prefix Address. 172.21.189.0/24

Devife Storage Size:
EPC Memory Size;
Finisher Type:
Finisper Punch:
Fimisher Folder:
Mult|-feed Detectjon Kit:

Genpral Setup
Rempte Services:
Rempte Softwore Pownload:
Rempte Services Tlans. Time;
Xerok Warkplace (loud
E-magil Alerts: 1
Servife Plan:

Billing Impression Mode:

Geographic Regiog:

Starthp Config Repoit:

GMT[OFfset:

Cloning Installation

Allow Print Submigsion of Clone Files:

File Sharing

1BIGR

Energy Saver|

P Sleep:
Engigy Saver Made:
Skeep Mode Timer:
Alito-Off:

Smart Proximity Sensor
Woge on Arrivol;
Sleep on Departgre:
Makimize Detecfion Ronge:

Softvare Vefsions
Devige Software:
Patch Version:
Netwjork Controllef:
Ul Pgnel Fismwaorg:
User [nterface:
Markjng Engine:
Copy{Controller:
Document Feeder]
Finistyer:

Fax:
0%
Scanper:
Software Upgrade
Mathine Upgrades:
Los| Successful Upgrade:
Schiduled Auto Ppgrodes:
Auth Upgrade S%oit Time:
Autp Upgrade Sqrver:

Medja Trays
Tray ):
Tiay p:
Tiay B:
Tray fi:
Bypajs Tiay:

used:=3630MB/total=500107MB (HDD}
$12MB

Offsetting Cotch Tray

None

not present

Not Instalted

Enabled
Enabled

00:47

Enabled
Disabled
Metered

A3 Impressions
unknown
Enabled
+35:30
Allowed (Encrypted Files Only}
Disabled
Enabled
Lossless

Disobled

lob Activated
0 minutes
Disabled

Enabled
Disabled
Disabled

123.014005.26700
Nong
123.014.26700
003.005.00000
123.014.26700
064.023.000
123.0014.26700
001.035.000
000.000.000
003.022.004
123.005.26600
017.025.003
123.01426700
Allowed

September 26, 2025 11:00:29
Disabled

Daily

000.0:1

Plain. White ond A4 {210 x 297 mm}
Plain, White and A4 {210 x 297 mm}
Plain, White and A4 {210 x 297 mm}
Plain, White and A4 {210 x 297 mm}
Plain, White and A3 {297 x 420 mm}

Access Poing ($51D):

Show Password on Device Touch Soreen:

NFC:

iBeacon (Bluetoath®) for AirPrimt Di.
iBeacon Hardware:
Bluetooth Device Address:
iBeacon IP Address:

Protocols
TCP/IPva:

1Pvi Address:

Subnet Mask:
Router/Goteway:

Automnatic Addressing:
DHCP Server:

DHCP Lease Expiration;
BOOTP Broadcast:

Self Assigned Address State:
Self Assigned Address:

TCP/IPvE:

Link Local Address:

Use Router Supplied Prefix:
Stateless Global Address 1:
Stateless Global Address 2:
Manual Addiess:

OHCP Addressing:

CHCP Address:

Default Gateway:

DUID (DHCP Unique ldentifier):

DNS Settings:

Requested Host Name:
Verified Host Name;
Requested Domain Nome:
Verified Domain Name:
Multicast DNS:

Retease DHCP Leoses and DNS Registiati

Primary DNS Server;
Alteinate DNS Server 1:
Alternate DNS Server 2;
DNS Connection Timeout:
Append Device Domain:
Append Parent Domains:
DNS Domain Search List:
Prefer [PvE DNS over [Pva:

Installed Options
PS:

DIRECT -KR - Xerax AltaLink B817(

Enabled

Enaobled

Encbled

Installed
CO£E:40:D8:49.CF
10.61.11.233

Enabled
10.61.11.233
255.255.255.0
1061111
DHCP

Disabled
Enabled

Disabled

XRXICIILEAQFSBD

Enabled
Disabled
1061.7.16
1061106
1061715

5

Enabled
Disobled
XEROXQA.COM.
Enabled

Instolled




Xerox® AltaLink® B8170 MFP

Configuration Report

Xerox

Printed ax 08 Oct, 2025 19:30
Protecots-{eonts}
Bofijour: Apps
Bonjour Printer Name: Xerox AltaLink B8170 (ADFS:BD) Printing
: Enabled Banner Sheet: Disabled
ort Number: a0 Sys/Start Job: Disabled
orce Traffic ove;lj_egu:_e_c_muggmn (H _Yes Nelats Hald lohs Afiar: 3 Duufs) 0 Hourls) ) Mingitals)
ecure HTTP PorgiNumber: 443 Efror Sheets: Enabled
oxy Server; Automatic Paper Substitution: Enabled
oxy Server Addsess: 0.0.0.0:3080 Tray Priority: 12345
Enabled Default Copies: 1
ecure IPP Mode: 1PP and Secure IPPS Default Job Type: Normol Print
P Network Patty hitpf10.61.11.233:631 Default Paper Size: x=210mm, y=297mm
Defoult Poper Color: White
NMP v11v2 Enabled Default 2 Sided Printing: 2 Sided
NMP v3 Disabled Default Qutput Tray: Output Cotch Tray
LPRALPD: Ermtted Default Cutput Color: Black & White
ort Number. 515 Defautt Collated Sets: Enobled
DL Switching Disobled Default Stapling: Not Avaioble
DL Banner Overgple. Disabled Offsetting Between Jobs: Offset Between Jobs
Rapv IP Printing: Enabled PostScript nstalled
ot Number 1 9100 Level: 3
idirectional: Disabled Version: 3021.101
nd of Job Timeoit 300 Image Quolity: Standard
DL Switching: Disabled PCL
Version: 6
DAP Server 1 Frigndly Name: Pitch Size: 1000
AP Server 1 Pri‘Eury LDAP Address: 0.00.0:389 Point Size: 1200
P Server 1 AltHrnate LDAP Address: 0.00.0:389 Font Name; Courier
AP Server 1 Seqrch Directory Root: Lines Per Page: 64
AP Server 1 Seflure Connection (LDA.. Disabled Custom Color Tabies Enobled
AP Server 1 Valydote Server Certificate... Disabled Label: Not Installed
Fax: Enabled/Displayed
4MTP Server: 1061.10.8:25 Fax Linel 3328
Jonnect Encryptigh (TLS) No Encryption Fax Line2:
Yalidate Server Cfrtificate (TLS): Server Fax: Enabled
m:;r:rs:?g:.s; (:‘:) :02"0 Confirmation Sheet Errors Only
- = Delay Start; Disabled
otal Jt_)b_Slze K 300000 Repository Protocal: SMB
pb Splitting Bougrdary: Page Boundory Repository Server: 1061.23.93:445
Gredentials for Agto E-mails; None Repasitory Document Path; /]
Qredentials for Wllkup User: None Workflow Scanning: Enabled
" oS :;TP Authenticaljon Type; Basic Auth with SMTP e : Errors Only
: " Default Repository Protocol: SMB
TR . IXRKLE Default Repository Server: 10.61.2393:445
P3 Secure Conflection (TLS) Disabled Default Repasitory Document Path: I
-r;nml Address e Default Repository Login Credentials: Device
3 Validate Sefprer Certificate Altd Repository Protocol: SMB
eceipt of E-maillia POP3: Disabled Alt1 Repository Server: - 000040
n:lCon-'ilmm:. Suct Eqabled Altt Reposi':nry Ducun:;ent Path: ol
N'l! g E-moil fover sheel; g::: Alt1 Repository Login Credentials. Device
' iy i i 1 ‘Workflow Pool Protocol SMB
imary Server {2403:0:22b:4:01 4d:38b3:33b:477a):1 23 Wl P Saeer 0.0.0.0:0
ternate Server {2403:0:22b-4:39f0:35¢d:eB08:3087] 123 W(nkfl:w Pool Path: 1 ——
. o g';f’::: Email: Enabled
P Client Mode Passive Default From Address: syed habibunniso@xeraxga.com
Web Services on Ddivice: Enabled Confirmation Sheet Emors Only
S-Discovery. Enobled Auto §end tolSelf: D!wbled
S-Discovery Mylticast: Enobled E-mail Sec“r"fy: Disabled
<_Print: Enobled Scan to Mailbox: Enabled
S-Scan: Enobled View Mailboxes by Default: Enabled
Web Services Storage Capacity (MB); 23443 M8
py Submission| Enabled Strage Used (MB): 1268 MB
ligital CertificatdManagement and Securi..  Enabled Cleanup of Public Folders: Enabled
tensible Servicd[Registration: Enobled Cleanup of Created Folders: Enabled
Limits: Enabled Cleanup Time: Daily
Managemen{[Extension: Enabled Scan to Home: Disabled
ce Configuraffon: Enabled Friendly Nome:
an Submission; Enabled Workflow Name:
-an Workflow Minogement: Enabled Auto Creote Subdir: Disabled
ssion Data: Enabled Append User Name to Path: Disabled
ser Interface Cahfiguration: Enabled Auto Create User Nome Dir; Disabled
P Proxy Configd]ation Enabled Scan To: Enabled
0x Secure Accebs: Disabled Cloud Serviors: Disabled
P SNMP Configjration Enabled Print From: Enabled
Ryint Submistion: Enobled Saved lobs for Reprint: Enabled
S.an Templote Mymt: Encbled Print From USB: Enabled
Mass Storage Acdess: Enabled Prinit Fram MailBox: Disabled
Card Reader Accefs: Ernbled Etord-Services Brisabled
Authentication & hccounting Configur... Enabled
Epport Audit Log; Enabled
Tyellix Embedded Control: Enabled

Brama



l:i

Conflguratlon Report
et R R0

achine UI Authenticotion:
Home:

Jobs:

Device:

evice Website Authentication:
' thorization:

! etrieve E-mail from LDAP:

: ! hentication Server:

Hmortcard Cul Domain:

RmartCard OCSP URL:

Hard Reader Upgrade Policy:

Hard Reader Firmware Yersion:
rox Secure Access:

J' achine Certificate;
Root Centificates Installed:
2.1x:
age Overwrite
nmediate:
& heduled;
Srheduled Frequency:

S 140-3:

S Haosh:
i llix Embedded Control:
ensible Service Setup
d Generation Browser:

Hoet Version:
kget Version:

thentication Configuration

None
Disabled

Locally on the Device
Unlocked

Unlocked

Untocked

Locally on the Device
Locally on the Device
Erabled

Kerberos

0.00.0:88

0.0.0.0:88
0.0.0.0:443

Enobled

Disabled
0.0.0.0:443

Enabled
Disabled
Disobled

Signed
54
Disabled

[nstolted/Enabled
Disabled

Disabled

TLS 1.20nd TLS 1.3

SHA-1, SHA- 256 and above
Enhanced Securnity

%3G_3.24.23_2.40.5_011_01.00.00
¥1.3.17 8 20140613
v2,5.04 09 20240123

-.-L,n!
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Xerox® AltaLink® B8170 MFP

Configuration Report

Printed at 08 Oct, 2025 19:08

Xerox-

Common Usaer Data
Molhine Name:
Mafhine Serial Number:
FaqLinel:
Mathine Activation Date:
Toth! Impressions:

Mathine Profile
Xerpx Asset Tag:
Customer Asset Tag:
Sertice Phone Number:
Cugtorner Support Number:
Sugplies Phone Number:
Redycling Phone Number:
Sysjem Administrator:
Mathine Location:
Magnaged By

Primary MB Server:

Maghine Hardware
Fax|Card:
Fax|Memory Size;
Forgign Interface Card:
Device RAM Size:
Devce Storage Size:
EP(Memory Size:
Finithes Type:
Finigher Punch:
Finifher Folder:
Multi-feed Detection Kit:

General Setup
Rengote Services:
Renyote Software Download:
Reryote Services Trans. Time:
Xergx Workploce Cloud
E-rjail Alerts:
Serice Plon;
Billihg Impression Mode:
Ger%ruphic Region:
GM[ Offset:

Cloding Instollation

File Sharing

18142

Energy Saver
Dgep Sleep:
Erjergy Saver Mode:

Smjart Proximity Sensor

Whke on Asival:
Sleep on Departure;

Software Versions
Device Software:
Patdh Version:
HNetpvork Controller
Ul Honel Firmware:
Marking €ngine:
Docpment Feeder:
Finither;
Fax.
Scamner:
Mgchine Upgrades:

Last Successful Upgrade:

Medlia Trays
Tray 1:
Tray 2:
Tiay 3:
Tray 4:
Byppss Tray:

Installed Options
P5:

Xerox AltaLink B8170 (ADFS:BD)
HHZ762811

3338

Sep 17,2025 22117:28

663

Not set
machine location not set

Embedded; 2 Lines

966 MB

not present

8192 MB
used=3607MB/total-500107MB (HDD)
512M8B

Offsetting Cotch Tray

None

not present

Not Installed

Enabled
Enabled

00:47

Enabled
Disabled
Metered

A3 Impiessions
unknown
+05:30
Allowed (Encrypted Files Only}
Enabled
Lossless

Disabled
Job Activoted

Enabled
Disabled

123.014.005.26700
None
12301426700
003.005.00000
064.023.000
001.035.000
000.000.000
003022004
017.025.003
Allowed

September 26, 2025 11:00:29

Plain, White and A4 {210 x 297 mm)
Plain, White and A4 {210 x 297 mm}
Plain, White and A4 {210 x 297 mm}
Plain. White and A4 (210 x 297 mm)
Plain, White ond A3 (297 x 420 mm)

Installed

Conneactivity
Y

Mobile Workflows
AlrPrint Printing:
Mopria Printing:
AirPrint / Mopria Scanning
Authentication Required:
Physical Connections
USB Settings
USB Type A Ports
USB Type B Port
Wired:
Ethernet MAC Address:
Ethernet Speed/Duplex Setting:
Wireless:
Wireless MAC Address:
Network Name (SS1D):
Bss10:
Security Mode:
Encryption Algorithrm:
Status:
Wi-Fi Direct:
Wireless Hardware;
Wi-Fi Protected Setup™ {WPS) Name:
Access Point {(551D):
Show Password on Device Touch Screen:
NFC:
iBeacon (Bluetooth®) for AirPrint Di..
iBeacon Hardware:
Bluetooth Device Address:
iBeacon IP Address:

Protocols

TCP/1Pv4;
1Py Address:
Subnet Mask:
Reuter/Goteway:
Automatic Addressing:
DHCP Server:
DHCP Lease Expiration;
BOOTP Broadcast:
Self Assigned Address State:
Self Assigned Address:
TCP/IPv6:
Link Local Address:
Use Router Supplied Prefix:
Stoteless Global Addiess 1:
Stoteless Global Address 2:
Maonuol Address:
DHCP Addressing:
DHCP Address:
Default Gateway:
DUIC (DHCP Unique Identifier):
DNS Settings:
Requested Host Name:
Venfied Host Neme:
Requested Domain Name:
Verified Comain Name:
Multicost BNS:
Release DHCP Leases and DNS Registrati..
Primary DNS Server:
Prefer IPvb DNS over [Pvi:
Bonjour:
Bonjour Printer Name-
HTTP:
Force Traffic over Secure Connection (H...
PP
SNMP
SNMP v1/v2:
SNMP v3:
LPR/LPD:
Raw IP Printing:
LDAP
LDAP Server 1 Primary LDAP Address:
LDAP Server 1 Search Directory Root:
LDAP Server 1 Secure Connection (LDA..
LDAP Sepver 1 Volidate Server Certificate..,
SMTP
SMTP Server;
Connect Encryption (TLSk
Validate Server Certificate {TLS]:
SMTP Authentication Type:

Enabled
Encbled
Encbled
Disabled

All Enabled
Disabled
Enabled
9c93:4e:00:f5bd
auto

Disabled

Enabled
Not Installed

Enabled
Enabled
Not Installed

Disabled

Ennbled

feB0:9e9 3:4efffeo0:fSbd
Enabled

240 3::220:4:9e9 3 4eff fealf5bd

Use DHCP as directed by a router
2403:0:22b:4:4%04:50c7:b761:9bk4
feBO:bes:1efffe9e:7967
000300019¢934ealfSbd

XRXSCIILEAQFSBD

Enabled
Disabled
2403:0:22b:4a14d:3803:330:477a
Enabled

Xerox AltaLink B3170 (AOF5:BD)
Enabled

Yes

Enabled

Enabled
Disabted

Enabled
Enabled

00.0.0:389

Disabled
Disabled

10.61.10.8:25
No Encryption

Basic Auth wilh SMTP




Xerox® AltaLink® B8170 MFP

Configuration Report

Printed at 08 Oct, 2025 19:08

Xerox-

Protocols {cont.}
FOP3

POP3 Server: 0.00.0:110

POP3 Secure Connectuon (TLS) Disabled

POPalidates

E-mpil Address:

P Enabled
Cllent: Enabled

FTP lient Made: Passive

eb Skrvices on Davice: Enabled

Apps

Prlinting
Banneq Sheet: Disabled
Hor Sheets: Enabled
Paper Substitution: Enabled
fray Plority: 12,345
ostSaript Installed

Leve]: 3

Verifon: 362130
PCL

Versjon: 3

FonName: Courie
[ustor Color Tables Enobled

Labg: Not Instolled

Fax: Enabled/Displayed
ax Line1 3338
ax Lirge2:

Sqrver|Fax: Enabled
eposifory Protocol: SMB
eposifory Server: 10.61.23.93:445
eposijory Document Path: ]

rkflow Scanning: Enabled

Erpail: Enabled

Sdan tp Mailbox: Disabled
toragp Capacity (MB); 23443 MB
toragp Used (MB): 1267 MB
[leanup of Public Folders: Enabled
[leanup of Created Folders: Enabled
[leonup Tirne: Daily

Sdan tp Home: Disabled

Sdan Tjo: Enabled
owd $ervices: Disabled

Pynt From: Enabled
faved Jobs for Reprint: Enabled
rint Fgom USB: Enabled
rint Ffomn MailBox: Disabled
loud ervices. Disabled

Acdounting
Actountifig Mode: None
Negwork fccounting: Disabled

Sequrity

Aachifie UI Authentication:

Agthentication Configuration

Locally on the Device

Home: Unlocked
Jobs Unlocked
Devife: Unlocked
bevice|Website Authentication Localty on the Device
th i0n; Locally on the Device
etrieve E-mail from LDAP- Enabled
Agthentication Server: Kerberas
Xgrox pecure Access: Disabled
Aqgdit Log: Enabled
1A Sec Disabled
IF{Filtering: Disabled
Security Certificates
achie Certificate: Signed
oot Cpitificates Installed: S4
802.1 Disabled

Inhagel Overwrite
mediate: Installed/Enabled
chedyled: Disabled
FIPS 440-3: Disabled
TUS: TLS1.2and TLS 13
LS Hash: SHA-1, 5HA-256 and above

TTIIIx Embedded Control:

Enhonced Security
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Direct® are reqistered tradernarks of Wi-Fi Alliance®. Wi-Fi Protected Setup™, WPA™, WPA2Z™ and WPA3™ are radernarks of Wi-Fi Alliance®.
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Connectivity
Xerox AltaLink BB170 {AQ:F5:80) Mobile Workflows
HHZ762811 AirPrint Printing; Enabled
3338 Mopria Printing: Enabled
Maghine Activation Data: Sep 17, 2025 22:117:28 AirPrint f Mopria Scanning Enabled
Totpl [mpressions. 663 Authentication Required: Disabled
" . Universal Print: Disabled
Maghine Profile Universal Print Registration Status: Not Registered
Xerpx Asset Tag: Physical Connections
Cugtomer Asset Tag: USB Settings
Seryice Phone Number: USB Type A Ports All Enabled
Cugtomer Suppost Numbe:: USB Type B Port Disobled
Supplies Phone Numbet: Wired: Enobted
Redycling Phone Number: Ethernet MAC Address: 9c:93:4e:00:45:bd
Sysfern Administrator Mot set Ethernet Speed/Ouplex Setting: auto
Mathine Lecation: machine location not set Wireless: Disabled
M naged By Wireless MAC Address:
Pgmary MB Server Network Name (S$1D);
BSSID:
Maghine Hardware Sacusity-Moda:—
Fax{Card: Embedded; 2 Lines E:‘:::':m" Algorith:
FaxMemaory Size 966 MB S
Forpian Interfpecd Corg e w\:\;if;lg:sﬁudwme' :I'::bI:::ulted
Deyice RAM Size: 8192 M8 ‘ __ .
Desfce Storage Spe: used= 3608MB/totais S00107MB (HDD) Srisfiieotected Setup™ [WFS) Nome:
EP( Memory Size] 512 MB -
Finifher Type: Offsetting Catch Tray :'::::::::ﬁ;;‘g?s
Finiher Punch; N: .
F::: >I1: Folder mor;esent N::aw Possword on Device Touch Screen: enabied
Muki-f Detecion Kit; ! | "
ufi-feed Detection ot Instolled iBeacon {Bluetooth®) for AirPrint Di... Enabled
Genreral Set p iBeacon Hordware: Not Installed
Rertote Services: Enabled Bluetooth Device Address:
Rerpote Softwarel Download: Enabled 1Beacon IP Address:
Rerpote Services [rons. Time: 00:47 Pr I
Xerpx Workplace Claud Enabled otoco s_
E-ohail Alerts: Disabled TCP/IPva: Disabled
Seryice Plon: Metered [Pva Address:
Billihg Impressior) Mo A3 Impressions Subnet Mask: )
Gedgraphic Regign unknown Router/Gateway: )
Staftup Config Rgport Enabled 3‘:;“5““‘: Addressing:
GMJ Offset: +05:30 erver;
Cloging Installatipn Allowed (Encrypted Files Only} DHCP Lease Expiration:
Allotw Print Submissian of Clone Fites: Disabled BOOTP Broadcast: )
b o e
JBIG2 Lossless .
En rgy Save TCP/IPvb: Enobled
D¢ep Sleep: Disabled Link Local Address: fe80:9e9 3:4efffeal:fSbd
Erergy Saver Mbde: Job Activated Use Router Supplied Prefixc Enobled
leep Mode Timer 0 minutes Stateless Global Address 1: 2403:0:22b:4:9e93:4¢ff fea0F Sbd
huto-Off: Disabled ::me:e:; g:;lbﬂl Address 2: &3
mart Proxiri nsor Lt LI
Sw ::;tm A?rivam fypes Enabted DHCP Addressing: Use DHCP os directed by a rojiter
sifep on Deparfure: Disabled DHCP Address: 2603:0:22b:4:4%04:50c b 76 Sbak
Mbximize Detea liot; Range: Disabled Default Gateway: fe80:bed 2:1efffe%e:7967
] ’ DUID {DHCP Unigue 1dentifier): 000300019¢934ea0f Sbd
L TR A LD DRNS seetdtli"lngstfl XRX9IC9 I4EAOFSBD
Device Software: 123.014005.26700 equesieri Host Name;
Patdh Version: None Verified Host Name:
. Requested Domain Narne:
Netpork Controllgr: 123.014.26700 Verified Domain Name:
Ul Hanel Firmwarp: 003.005.00000 Multicast DNS: . Enabled
e Interface: ;éz'g;;'gg;m Release DHCP Leases and DNS Registrati.. Disabled
c a '29 :g::'le 123'01 4v26700 Primary DNS Server: 2403:0:22b:4:016d:38b3 33bj47 70
Opy Lenlioter: B g Alternate DNS Server 1: 2403:0:22b:4:39f0:35¢d:eBag:3087
Dociment Feedef: 001.035.000 : .
Finilher: 000.000.000 Alternate DNS Server 2: &
F:: e 003'022'004 DNS Connection Timeout: 5
OSJ‘( 123'005' 26600 Append Device Domain; Enabled
Scc;"n " 0 7'025'003 Append Parent Domains: Disabled
Sofiwone Uparodp: 123014.26700 e IR
1., 3 o Prefer 1Pv6 DN 1Pvi: Enabled
Mdchine Upgrades: Allowed refet IPv6 DNS aver "
Lagt Successful Jpgrade: September 26, 2025 11:00.29 Installed Options
Scheduled Autal Upgrades: Disabled P P e
Alfto Upgrade Stost Time: Daily - Ll
Audto Upgrade Server: 000021
Media Trays
Tioy 1: Plain, White and A4 (210 x 297 mm}
Tioy 2: Plain. White and A4 (210 x 297 mm}
Tray 3: Plain. White and A4 (210 x 297 mmi
Tiay & Plain, White and A4 (210 x 297 mm}
Byppss Tray: Plain, White and A3 (297 x 420 mml
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Protocols (cont.)
Apps
Bonjour Printer Nome: Xerox AltoLink 88170 (AQF5:8D) Printing
fTTe: Enabled Banner Sheet: Disabled
Port Number: 80 Sys/Start Job: Disabled
Force Traffic over Securs Connectlon (H... Yes Delete Held Jobs After: 3 Doyls) & Houtls) O Minutefs)
Secure HTTP Port Number: 443 Error Sheets: Enabled
:loxy gmef-'m gﬂgngalit Paper Substitution: Enabled
Toxy server €55, .0.0.0:8080 Tray Priovity: 1,2.3.45
PP Enabled Default Copies: 1
Secure IPP Mode: [PP and Securz IPPS Default Job Type: Nosmal Print
1PP Network Path http#£631 Defoult Paper Size: x=210mm, y=297mm
NMP Default Paper Color: White
SNMP v1A2; Encbled Default 2 Sided Printing: 2 Skded
SNMP v3; Disabled Default Output Tray: Output Catch Tray
PRAPD: Enabled Default Cutput Color: Black & White
:gf: ;W_Tc:ef? IS; 5 - Default Collated Sets: Enabled
LAl (! Default Stapling: Not Availoble
POL Banner Qverride; Disabled Offsetting Between Jobs: Offset Between Jobs
Raw IP Printing: Enabled PostScript Installed
Port Number 1; 2100 Level; 3
Bidirectionnl:. Disabled Version: 3021.101
End of Job Timeout: 300 Image Quality: Standord
PDL Switching: Disabled pCL
LDAP Version: [}
LDAP Server 1 Friendly Name: Pitch Size: 10,00
LDAP Server 1 Primary LDAP Address: 0000:339 Point Size: 1200
LDAP Server 1 Alternate LDAP Address 0.000:389 Font Name:; Courier
LDAP Server 1 Search Ditectory Boot- Lines-Rer-Rages 54
LDAP Server 1 Sgcuti Connection (LDA... Disatled Custom Calor Tables Enabled
LDAP Server 1 Vglidate Server Certificate. Disabled Label: Not Installed
T Fax: Enabled/Di
SMTP Server: 10.61.10.8:25 Fax Line1: 3338 Srlrs
Connect Encryptjon (TLS): No Encryption Fax Line2:
Validate Server Qertificate (TLS): S e
- erver Fax; Enobted
Max Message Sije (KB): 10240 Confirmaticn Sheet: Errors Only
Numbers of Fragments: 1 Delay Start: Disabled
Total Job Size [(KR): 300000 = y
= Repository Protocel; SMEB
Jab Spiitting Boyndary: Page Boundary Repository Server. 1061.23.93:445
Credentials for Auto E-mails: None o "
- Repository Document Path; !
Credentials for Walkup User; None Warkflow Scanning: Enabled
SMTP Authentication Type: Basic Auth with SMTP 9
dopa Confirmation Sheet Errors Only
- o Default Repository Protocol: SMB
FOE3 servec I | E— SN Default Repository Server 1061.23.93:445
POF3 Secure Connection {TLS): Disobled - .
. Default Repository Document Path: I
Eoimol fdcsss: Default Repository Login Credentiols: Device
POF3 Validate Sgrver Cenificote: e eft‘” p.y ; o9 # Ak v
Receipt of E-mall via POP3: Disabled T e St oD
Send Confirm orf Request: Enabled Syweptb Rl E — =
" . Alt1 Repository Document Path:
Incoming E-mai| cover sheet: Enabled Alt1 R A x ials: .
TP: Enabled t1 Repository Login Credentials; Device
Primary Server: [2403:0:22b-tr01 4d:38b3 33b:4770):1 23 xg:::g: m: :‘ef::d' ;"g% )
Altemate Server [2403:0:22b:4:390:35cde808:3087]:1 23 % E—
P Disabled Workflow Pool Path:
ATP Client: Enabled Email: Endbled
ETP Client Mode] Possive Defu_ult Fn_:m Address; syed.habibunnisa@xeraxqa.com
Web Services on Oevice: Enabled Confirrnation Shu;e".: Errons Only
WS- Discovery: Enabled Auto ?endlo Se}. Disabled
WS-Discovery Multicast: Enabled R Diegbied
WS-Print: Enabled can to Mailbox: Disabled
WS-Scon: Enabled View Muilboxe; by Default: Enabled
Web Services Storage Copacity (l.HB): 23443 MB
Copy Submission): Enabled Storoge Used (MB): 1267 MB
Digital Certificage Management and Securi..  Enabled Cleanup of Public Folders: Enabled
Extensible Servide Registration: Enabled Cleanup °f Created Folders: Em‘:bled
Job Limits: £nabled Cleanup Time: Daily
Job Managemert Extension: Enabled Sca_n to Home: Disabled
Device Configugtion; Enabled Friendly Nome:
Scan Submissiont Encbled Workflow Name:
Scan Workflow Nlanagement: Enabled Auto Create Subdir: Disabled
Session Data; Enabled Append User Name to Path: Disabled
User Interface Chofiguration: Enabled Auto Create User Name Dir: Disabled
EIF Proxy Configuration: Enabled Scan To: Enabled
Xerox Secure Acgess: Disabled Cloud Services: Disabled
EIF SNMP Configuration: Enabled Print From: Enabled
Print Submission Enabled Saved Jobs for Repeint; Enabled
Sean Template Mgmt: Enabled Print From USB: Enabled
Maoss Storage Adoess: Enabled Print From MailBox. Disabled
Card Reader Accpss: Enabled Cloud Services: Disabled
Authentication & Accounting Canfigur Enabled
Export Audit Log Enabled
Trellix Embeddeg Contral: Enabled

[
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Acdounting Maode:
Netwark Accounting:

Secyrity
Al

achine U Authentication:
Home:

thentication Configuration

None
Disabled

Locally on the Device

PP P

Jabs:
Device:
evice WebsitelAuthentication:
thorization:
titeve E-moillfrom LDAP;
henticatipn Server:
rberos Primary Realm:
rheros Primady Address:
rberas Alt 1 Realm:

beros Alt 1 Address:

B NT Bomaoih:
B Aft 1 NT Dpmain:

artcard Ctrl $erver;

artcard Citl Pomain:
artCard OCSP URL:

wd Reader Upgrade Policy:
rd Reader Firfnware Version:

Xefox Secure| Access:
ure Access Sprver:
ure Access Phth:
Audit Log:
IP[Sec:
1P FFiltering:
Segurity Certfficates

achine Certifitate:
Rpot Certificates Installed:
80R.1x:
Image Overwrite
lnmediate:
Skheduled:
Skheduled freqency:
FIPS 140-3:
TLp:
T}S Hash:
Trellix Embejded Control:

Extensible Service Setup
Thid Generation Browser;

et Version:

et Version:

£

Wi

Unlocked

Unlocked

Locally on the Device
Locolly on the Device
Enabled

Kerberos

0.00.0:88

0.000:88

0.0.00:443

Enabled

Disabled
000.0:443

Enabled
Disabled
Disabled

Signed
54
Disabled

Instalted/Enabled
Disabled

Disabled

TLS1.2and TLS 1.3

SHA-1, SHA-256 and above
Enhonced Security
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